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\b Collabarating for Resience i Healtheare |

About Health-ISAC Member Benefits Events Resources & News Sponsor Programs

Health-ISAc 2025 Health 2025 Annual Threat Report

Actionable cybersecurity market trends
that leadership can use for strategic

Sector Cyber Threat st mois

- = Patient Extortion -

L = High-Impact 2025 Health Sactor

a n s ca e S n ow I n Ransomware Attacks Cyber Threst Landscape

= Physical Security ——

= Supply Chain Attacks

= Cybercriminal Activity

Po rtu u ese = Mation-State Activity
= Geopolitical Activity

= Medical Device
Cybersecurity

@ Health-ISAC; |

February 18, 2025 | Threat Intelligence

#Threat Intelligence #White Paper
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Oregon Department of Environmental
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State of Oregon
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Home / Media &P

¢  Operation ENDGAME strikes again: the

ransomware kill chain broken at its source

2025

Cybercriminals around the world have suffered a major disruption after law enforcement and judicial authorities,
coordinated by Europol and Eurojust, dismantled key infrastructure behind the malware used to launch ransomware
attacks. From 19 to 22 May, authorities took down some 300 servers worldwide, neutralised 650 domains, and issued
international arrest warrants against 20 targets, dealing a direct blow to the ransomware kill chain.
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202430 A= A=A XX (Operation Endgame)2
MY BEE HH6h= E2H(Droppern)S ©46HH 10071 042 MHE STHA|ZI HE QICH

2025E0= A #2E HS 2tiotd,
A0 AU AHEE AH 300702t =091 6507HE F7t= 3L,

B ST R AT UYSHTS U4HTL
901 2 TISE BS0| AT AO|H AR 44 TS HTots H1E AU

e
0x
o
=
N
(=]
N
o1
N
HI
N
i}
I




2025.08 =901 2025 227 2| ZE

2.2 287| =L #HMY0 O
2.2.1 Qilin Ransomeware
1) IE I

Qilin #HMAHE= 20223 78 ‘Agenda’2h= 01ECZ XS SARMOH,

0% ‘Qilin 22 2|=Z:st0] MK €& 21 RaaS(AH|AY HM0f) IE0|Ct

012 X M7 O 7|BHS HIZS IR A 2012 KIS HO2 B6kn QlC,
GolangTt Rust 21012 JHEl BEIZAB@ES, 254, ESX) HES A2
HI0|EIZ S 3tet F| REGIACIT BEfoHs 015 Bf(double extortion)Z



2025.08 90| 2025 257 2EE %1 SOMANSA

foh

2)

|41 Ol

Qilin Ransomware

20
L]
it
=)
PH m
=3
[E}
20
1]

52

(T3 7] 2271 Qilin Y] maHAe] EE 21

202442 H et a2 2O Qilin 0= 2025HH0I= 11 7|MIE 0|0 Z4C

O o7 AN & AOJOIAM FLE=et S/HMIE 20]H,
S 6EM= 7H B2 Lo AFIE 7 IS

[=]
o]

=
N
(=]
N
(6]
N
HI
N
]
H

E]




2025.08

LEE ENTERPRISES

(15 350.00 CB

All data will be published on March 5, 2025. We are preparing to share sensitive data with the public
that could shed new light on Lee Enterprises, a prominent newspaper publishing firm active across
all U.S. states. The documents we hold ab ...

.nlll'li DG, 150 1 +
T 21 more

[O2 8] £X: securityweek.com

Z & 5Ll Lee Enterprises/t
FOISEHS T LSHE JHQIM BT REE|QICE

O] Al HIQIF A S=0 MEet 20M0A 68 2820 T 2 72 Atds ML HA2H,
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< Back NEXT STEP HEALTHCAR

“Next step healthcare” (nextstephc.com) was attacked by our

A"'l NEXTSTEP team, stay tuned.

« HEALTHCARE

// COMMENTS

To leave a comment you have to
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et #lorg 0|85t

|2 32014 Fortineto] FOHS 8ok ZO2 LIERICY
QI5S P35l BHOR Op TES MY 4 ULH

CVE ¥is M= 23
CVE-2024-21762 Fortinet FortiOS / FortiProxy HA T Aol
CVE-2024-55591 Fortinet FortiOS / FortiProxy Q15 23

» CVE-2024-21762
H= FortiOS / FortiProxy (SSL-VPN)
FYH /d A FE Ml
HY 2024t 38 28Y
CvsS H= 9.8 (Critical)
HAQ| QIBERX| Y2 SHX 2&EH HTTP QF= Sal
J12 Ay HI{ QHEZRE %Téjfi FFEO|C.

0|2 2laf 2=

ZUHOZ Yolo)

Qilin AFS At

Qilin0] O] FAHE MEdH =7| FZ &

- T1190: Exploit Public—Facing Application:
QIELIN| === Fortinet SSL-VPN AH|AQ| F|OFMS 0|206}04

22014 215 /0| BHS AL,

- T1203: Exploitation for Client Execution:

OLM HTTP 232 Sall Z0M T2MA 52 Hof5I

Yolo| TS Ativi.
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» CVE-2024-55591

HES Fortinet FortiOS / FortiProxy
FA4E 7 215 22
ZHY 20241 38 28Y
CVSS H 9.8 (Critical)

Qilin AFZ At Qilin0] O] FFHS AtEal FH| H et &S0 45

- T1190: Exploit Public—Facing Application:
2ot 2] QIHTO[A0 EXfol= FAHES U=l

—

- T1068: Exploitation for Privilege Escalation:
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Search

America’s Cyber Defense Agency

NATIONAL COORDINATOR FOR CRITICAL INFRASTRUCTURE SECURITY AND RESILIENCE

Topics ¥  Spotlight  Resources &Tools ¥ News & Events v Careers ¥ About v
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Dairy Farmers of America
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» CVE-2024-5529824

H=Z

Windows 10

Windows 11

Windows Server 2016/2019/2022
Windows Server Azure Editions
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3L 20254 48 8
CVSS ™+ 7.8 (High)
0 FAX™ES CLFS.sys E2t0|H0| £XSt= Use-After-Free (UAF) HI1Z,
7l 2% 24 Mo H4S(LPE)E RLSI.
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- T1068: Exploitation for Privilege Escalation:
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» CVE-2024-57726

H= SimpleHelp 5.5.7 % 0|X
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HY 2025 128 169
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» CVE-2024-57727

H= SimpleHelp 5.5.7 % 0|X
FUH 7 d= M 3 I =
2 2025 12 15
CVSS E= 7.5 (High)
J14 Mo US| L2 SHAIE REE HTTP 2FE S0l
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- T1190 Exploit Public-Facing Application:
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» CVE-2024-57728

%1 SOMANSA

H= SimpleHelp 5.5.7 % 0|X
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- T1203 Exploitation for Client Execution:
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(/// DragonForce

1 Blog:
[ Client:

[T12! 15] &X: specopssoft.com
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# An example of our new “projects” system.

Hi. Den't worry Ransombub will be up soon, they just decided to move to ocur infrastructure! We are reliable partners.
& great sxanple of how cur new [EEGONGEEN systes works,

+ RansamHub | I!ag http:, .M'LM."M&,;
* Ransombub / Cliemt: hittp »BRlon

P.5, Ronsomtiub hope you ore doing well, congider our offer! ke ore woiting for sveryone in our ranks,

[112] 16] X specopssoft.com
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LR
*Suppnn -Amess \ Alerts ‘|Presem @Hislury ﬁﬁdminlslraﬂon

Remote Support Software = (@] ®

SimpleHelp is the simplest way ~ !
for support professionals to i h
help customers anywhere mowe

Find out about SimpleHelp @, Linux . I

[23 18] £X : simple-help.com
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