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Multiple Security Solutions In One Single Agent, Privacy-i
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· Detects, Deletes and Encrypts sensitive data

· Prevents exporting data via Removable Media, 

  Printer and Network

· Controls data transfer media: Webcam, USB Hub,

  USB Adapter, AirDrop, etc.

· Manages Windows, macOS, Linux Agents 

  on the centralized management console.

Provides Discover, DLP, Management Features

EPP DLP

* Additional License Required

Appliance

�� Search Engine based on Big Data

Data accumulated on 1,000 
endpoints over 3 years can be 
retrieved in just 3 minutes.

Agent

�� Vulnerability 
Assessment

�� Security Patch 
Assessment

�� Printing
· Restricts printing if a file to print contains sensitive data
· Adds watermark on printout

�� Removable Media
· Disables file drag & drop if a file contains personal data
· Automatic encryption for files to copy & paste

��
Network

· Disables network access for users not logged in privacy-i
· Prevents uploading files on webmail, messenger
  or cloud service

��

�� WORM Storage
· Logs data transfers
· Stores raw data of printout,
  files, etc.

Detects, Deletes or Encrypts Sensitive Data

· Checks the rentention status of files
  containing personal/sensitive data

Multiple Security Solutions In One Single Agent, Privacy-i

EDR

Endpoint Detection and Response�� Printing
· Restricts printing if a file to print contains sensitive data
· Adds watermark on printout

�� Removable Media
· Disables file drag & drop if a file contains personal data
· Automatic encryption for files to copy & paste

��
Network

· Disables network access for users not logged in privacy-i
· Prevents uploading files on webmail, messenger
  or cloud service

��

* Additional License Required

�� WORM Storage
· Logs data transfers
· Stores raw data of printout,
  files, etc.

Detects, Deletes or Encrypts Sensitive Data

· Checks the rentention status of files
  containing personal/sensitive data

�� Behavior Anaysis Engine
· Responds to ransomware, malware variant, fileless 

  malware and zero-day exploit via dynamic analysis

�� Pattern Detection Engine 

· Detects and prevents malware via static analysis

�� Deep Learning

· Detects and prevents malware via advanced malware 

  analysis tools.

�� TI(Threat Intelligence)

· Collects and analyzes real-time data relating to 

   cyber threat

Forrester Vendor Landscape
for Data Loss Prevention Solution

SC Media 4.5 Star Rated
for Endpoint Data Loss PreventionRating
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Gartner Magic Qudrant
for Enterprise Data Loss Prevention

The vendor has support for discovery DLP
within CRM and ERP applications,
and supports a wide range of platforms and
data types … 

Somansa has endpoint DLP support for Windows,
Mac OS X and Android, and is the only vendor
evaluated in this Magic Quadrant that supports
a local DLP discovery agent running on
HP-UX and AIX.

- 2017 Magic Quadrant for
Enterprise Data Loss Preverntion
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• Privacy-i can discover and protect

  more than 13 personal data in

  North America, Europe, 

  Central and South America, East Asia

  and Southeast Asia such as

  Sociel Security Numbers, Credit Card 

  Numbers and Driver's License Numbers.

• Privacy-i also can scan personal data

  in a File named with Multi-Language.

• Privacy-i can inspect sensitive data in

  DRM-Protected, Multiple Compressed

  and Extension Files.
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Raw Data Logging

Privacy-i also features forensic detective

tools to investigate a data leakage.

Data can be a legal evidence of data leakage.

End-User Reporting

The administrator can customize data reports

by determining filters such as user,

department, and type of data.

Web Console, DLP + CENTER

The administrator can manage confidential files

& agents on a centralized management console.

Privacy-i can inspect data accumulated on 1,000 employee endpoints

over 3 years within 3 minutes.

· Quick responds to data leak or other

  abnormal approachs

· Log search using composite condition

   (Combination of channel, file name, action, 

   types of data, number of data, etc.) 

· Distributed data processing and storage

Retrieves 100 million log

datas in 3 minutes,

Features distributed 

processing and storage
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Pattern Name

File Name

Files (181)Patterns Attributes

Type

Unclass

Unclass

Unclass

Unclass

Unclass

Unclass

Unclass

Unclass

Unclass

Social Security Number

Passport Number

Driver's License Number

Foreign Registration Number

Account Number

Credit Card Number

Mobile Phone Number

Telephone Number

E-Mail Address

IP Address

Corporate Number

Business Registration Number

National Insurance Number


