ZE|, Clok= W0 F2oj 2+

Conti, Diavol S =HM|0| SE0| 22

722 AL 2 ARSI CRA

Sxst

otMIALE 2 'HEH| I

OIMALC = ‘Bumblebee’

*2(Loader) : EH T2 S X7

[AEXI0 Mot HAEES Sf=

0S

Qo
1) HEHE 2E AT 2HE DAY AJARI0 MY HAY DIIS07t S
42 IS0 FHYGIAE, HQo HXIE Reg
2) ZE|(Conti), Cjot=(Diavol) 201 B2 ZZ|0| M=
HEHIE Solf HHEYHE FEStHE US
3) HEH|9| QM2 DLLI H|Z3t 29| HI0|L2|Z ISOL VHD I LHEO]|
Z2ot0 HYZ MESH= 20| YA
4) 244 58 ‘EndGame’ 0[2t= =4 B T3 MM 2 HESHMCLL 22 MER gE U
b) z| HEH| 34 Q2 O|d O|HYZ AIE=[0]
IJsiX{7t ofd ZIP Ot7H0|EE THRZESHE=E REdh=s A2 29l
s et
1. Privacy—i EDR1t Z2 EDR ME2 Solf FYH a2 AP 7B = X
2. TR HOHE= F7|HQ1 #H S Solf A|IAH I MU= 5727t 7Hsot== |
3. =2/ YE2E MEoIH 4HIE PC RYUS & AtH
4. AV(IHEL7|BHERX]) + EDR(YQ7[BIESX]) &2 M
b. PC HYTE FIIHLE MY, Bt
6. AMZ[E 2 gl MY FRoY Ml FX|
7. H 5 AIOIE 3! AM2[E o~ gl= YAIO|ES| A Xt
8. OSLt OiE2|AH 0|82 Z|& Y4 RA|

% SOMANSA



202412 ZE|, C|o}2 2HAgo] SE0| 2, SHMAL 2 “HEH|' %! SOMANSA

202412 ZE|, C|ok= HMe0] R0 248, AHIE 20 "HEH|

1. 71
=X}
Quantum Locker &Y 0],
MountLocker 24120} HIZ 0 Al2
o 9% # 2| EXOTIC LILYOIA Trickbot 18 23 2}0|L}
1. 7l HIE 3+ Bumblebee A %7 22 Am ol AR
2. 44
- 2022-03 2022-05 2022-06 2022-07 2022-10
2.1 el x|Z | |
TAS78 0|0 LS MsS| T ChR2EE 7ls =7t
2.2 MITRE ATT&CK ot on stz Heg e
=
3. 24
3.1 7|E 34 4 2023-09 2023-04 2023-03
MBIl [ o8 | |
311 HRIL LIE /Y %15 Bumblebee : TEH 5% 2 AT DocuSign 9%
3.1.2 &3 7|5t 835 NEW_BLACK PDFZT|2I0] ArS A olof A8
3.2 A B2 WAl
. . 2024-02 2024-05 2024-10
4. Privacy-i EDR EIX| & l |
EndGame ZHH O MZ2 ZH chaine2
41 A |Ink Ot AHA SHO| EFX| 2z 5 Z0h2 Bumblebee
4.2 Ink U2 S5t 2 AJEE AlSH SHQ| EIX|
4.3 AEX} pcE HIREE == oMM dil I EX|
o] S 9o = o [222 1] Bumblebee EtIZt0l

2022= 38, Bumblebee= Google Threat Analysis Group®i|A]
EXOTIC LILYZ E2= e AYAE F 8otz HUM MS LAZ AL
Bumblebeezt= 0|S2 payload HIZ2| LHO| IN= 2XtE(User-Agent: bumblebee)2 7[HtC 2 SHTE

5. S

of= Fulet 2| 7|3 AtEett.
£ ALEAEO|A(HE HAE E)E UREESH=0|

Bumblebee= S&ot OFE| 7HAISHE
BrAl SES

0= EmotetO|Lt IcedID2t RALSH 44
MY 2 HIAIOA] XIE AFREH= gio|ct

o o

1= H
|0 por

01 https://www.cynet.com/blog/orion-threat-alert-flight-of-the-bumblebee/



202412

02
03
04

SR e

THREAT INTELLIGENCE

Bumblebee: New Loader Rapidly

New malware has links with multiple threat actors, including

several high-profile ransomware operations.

[Z& 2] Ransomwarel| AF2&E/= Bumblebee (EX: Symantec)

ol

EXOTIC LILY & 3#2Xt= Conti?t Diavol 2HM Y| T50F LXSH 20| ASH
A0} AtO[H] HZ| ZZ01 FIN12, WIZARD SPIDER2t &2 5t= IAB(Initial Access Broker)2til SHCE2
0] ¥ A?At=E =7| &F 0|2 54 U4 PCO| AN E BiEot=0|

BazarLoader == BumblebeeE O|&6HA| EX|E 30| St

r

ProofpointS H|Z 8 03] AZ[E & e BOrAX|0| (2™, BazarLoaders At2stH

03] QI RIXHTABL1, TAB78)7t Bumblebee® FMSHGIUICHT BH&IC} 03
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BumblebeeE E&¢tt 3245 HAML,

20224 62 2820 Symantec®2| Threat Hunter E12 0% ZZ40]| AL FHEH
Trickbot & BazarLoader T4l BumblebeeZ 02351 MountLocker A0S HYXLGHO]

conti 34 1E%2| =7| & SXIMZA 20224 2,327 |0t &Ust 258 ERALCL

https://blog.google/threat-analysis-group/exposing-initial-access-broker-ties-conti/
https://www.proofpoint.com/us/blog/threat-insight/bumblebee-is-still-transforming

https://www.kroll.com/en/insights/publications/cyber/bumblebee-loader-linked-conti-used-in-quantum-
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https://www.security.com/threat-intelligence/bumblebee-loader-cybercrime

https://securityintelligence.com/x-force/trickbot-group-systematically-attacking-ukraine/
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k ESET Research

The authors of released a new version of their bot, which
includes a new command: "plg” (plug-in?). For now, it has the same

functionality as command “di}” (download, inject). We suspect that this
malware family is being modularized like E 1/5

string) = 8;
sign{&command_string, "plg", 3iéh);
mmand_functions::operator[](map_addr, &command string) = m_di

[2& 3] BumbleBee 235} (EX X)

20224 10E, ESETZIMX| e ESIZ Sall M22 HHNQ “plg’E F7t61¢
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Bumblebee 2T E= T, 7|& X BANTTPs)S FEOH TI=tAZL,

https://www.secureworks.com/blog/bumblebee-malware-distributed-via-trojanized-installer-downloads
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Largest ever operation against botnets hits
dropper malware ecosystem

EEURCPOL =S
[ 4] EndGame &H (&X: europol)

0|X2] 2HAQ0] LU 7|E} Ot AT EQ0Z Z
CEMHE0| QuziE 2
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FUHEL7| 2lol 2024 5% 27LEH 207K
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C2 MH{ 10071 0| 40| SHEAUCH 2,0007H O] =[RS &+ E= AAoIRAL.

https://www.europol.europa.eu/media-press/newsroom/news/largest-ever-operation-against-botnets-hits-

dropper-malware-ecosystem
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https://www.netskope.com/blog/new-bumblebee-loader-infection-chain-signals-possible-resurgence

~



202412 ZE|, CjofE MM R0 24E, AHIE 20 "HEH'

2- IJE
2.1 & X|&
ZIP Archive(sha256)

+ 2bcababfac168454ced4e97a10ccf8ffc068e1428fa655286210006b298ded2fb

LNK file(sha256)

106c81f547¢cfe8332110520c968062004cab8bcfd2dbb0accd51616dd694721f
+ 0abbb3e9790aa8adalbbadd5d22908b5ba7b9f078e8fbb4e8fcc27cc0011cce?
 d3f551d1fb2c307edfceb65793e527d94d76ebalcd8ab0abd1f86db11c9474c3
+ dlcabe0d6a2f3cef5da04e35220e2431ef627470dd2801b4ed22a8ed9a918768

MSI file(sha256)

« €26344bfd07b871dd9f6bd7c71275216e18be265e91e5d0800348e8aa06543f9

Bumblebee DLL(sha256)

« 7df703625ee06db2786650b48ffefb13falf0dae41€521b861a16772e800c115

Phishing mail(sha256)

+ c112f1bc417b69f6dd966cd4t52aad2d67838f3af508f087dbeda98230e5d862

202412 ZE|, Clok=E HHelo] R0l &4, AdHIE 20 "HEH|'

2.2 MITRE ATT&CK

@ Initial Access

« (T1566) Phishing
 (T1566.001) Phishing: Spearphishing Attachment
« (T1566.002) Phishing: Spearphishing Link

(@ Execution

o (T1204) User Execution
» (T1204.002) User Execution: Malicious File

® Command and Control
« (T1102) Web Service

@ Execution

 (T1059) Command and Scripting Interpreter
 (T1059.001) Command and Scripting Interpreter: PowerShell

® Defense Evasion

 (T1218) System Binary Proxy Execution
 (T1218.007) System Binary Proxy Execution: Msiexec

® Command and Control

« (T1105) Ingress Tool Transfer
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Tables ~ | File C... Process Name PID Operation Path Result Detail
Binary ! ﬂmsiexec.exe 11480 @ Process Create C:WWindowsWsyswowbdWhsiExec exe SUCCESS PID: 6564, Comm,,,
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