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‘u"wlcump to thw L-”-.F"“U'“T chdnﬂpl of the Defacers Division. @

are h.ﬂppj to welcome you to our community dedicated to
 whether beginner or experienced. Here, we value skills and
Exper‘tl e, and we seek to integrate talents of all levels. ¥

To join our division, simply demonstrate yu ur abilities to our
Community Manager 01z )
evaluated, you will be ready to be ;nar‘t of our team. =

To join us, dlick on the following link: hittp
We look forward to having you join us.

elegram
LAPSUSS | Defacers Division
The official LAPSUS% channel of the defacers division

(O3 2] LAPSUSS ¥t 28 23
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e, Sparked here.
Main Channel, Backup and gloriamist are banned in a ban wave.

ZZART3XX is also banned, we will probably no longer be active on
telegram, we will give you news soon here,
SESSION GROUP SOON...

904

Sparked.

@)

It is unfortunately that my Telegram account was banned, this platform is
no longer for us.
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LAPSUS$ Ransomware FUD ¥

Introduction

yvou LAPSUSS ransomware FUD. This ransomware is h:ll undetectable and ready to wreak havoc

ote that using this ransomware is illegal and unethical. This README is for

Features

= Encrypts disk C to lock user data

+ Disables SecureBoot and UEFI to prevent system recovery

[Z12 4] LAPSUSS 2Hd0f 2702

WAL LAPSUSS = HHAINE 7L ot0 REoh= AHR= H2(7F UL
20233, CISAOIA ZZfet 20 A0 MEH =7| F& 0|F 259 SH= H0H E,
o

CIEO]A 21 SOI(E HlOJE] sk SIZEIXI LUk

EE ORYRES A o) TR AMIS BT B} QoI
2 M2 SO1E LAPSUSSS T8 2t

0152 B2IX 5 B W9l ZZART3XXE S3| 22101 740f H3=oct

20244 38, ZZART3XX= &H 7i&st LAPSUS$ A2 A=t
HE So= 2oy X2 2 Ao120 AAG 2S00l TS AL AATES TS,

01 https://www.cisa.gov/sites/default/files/2023-08/CSRB_Lapsus%24_508c.pdf
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Hexalocker

July &
Channel created

August 9

Greetings to the Hexalocker Community,

The Hexalocker Ransomware is now ready for

you and warmly welcomes you

1 SOMANSA

< " Hexalocker

Features :

- Developed with Go (Golang) : A strategic
choice to ensure optimal performance and
enhanced security.

- AES-ZEE Enf:.ryptiun : Each decr',rptmn kE}' is

Bulleipmnf Key Storage : Decryption
keys are stored on highly secure
bulletproof servers, guaranteeing complete
confidentiality with no cooperation with
authorities like the FBI, DGSI, CIA, or similar
agencies
- High-Speed Encryption : Hexalocker is
capable of encrypting data at an impressi
speed of approximately 500 MB/s, delivering
outstanding efficiency.

Tﬂrgeted F|1e $lealer flr“;lgnr‘d m rl"lfl"l'ltll"«"
g drac eS|
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2. IJE (® Hexalocker RaaS

2.1 ElolX| &

87f11be87275147a118544b10396¢c932dfd7e244cf07826d2707561c8e0f25e8

@ CryptoClipper (HexalLocker 220 ) * d1dc3aabd2701a9¢611126da9b5d1809d1306¢24b988325787¢ce01db15fdf856

+ 75601d6feed2e2af8ec80d2c18a9b5fb48466084745d119286ff1a03221a37fa

86e2317fc3a1ad08adaeb5a98349fced877cc46b5f1a4e8061461f2b6e8a3c371

* 66061d2767bb5feb784a0e01ec3673e3bbechh9620dbbd8efe68b50b6caf3e601
e 2¢867b05c18335993b82fc8ech4496e76879¢3d51¢cab6f609dd8b143407555890

* 3abb125a21a6f27eb7129ae44c9838ff528ed7c¢8683fbc94581ebbf52e43690a
+  hxxps://cdn.discordappl.]Jcom/attachmen

ts/1199413824718118963/1259125927254954024 /Fortnite.exe?ex=668a8beb&is=6
6893a66&hm=cb2b88059a5229f6a64bbdcalcb38ccala?2a84d1922323d9d2557d684
c2bcd9&

«  hxxps://cdn.discordapp[.]Jcom/attachmen
ts/1199413824718118963/1259124592308387880/ransom.exe?ex=668a8aa8&is=66
893928&hm=194d873fdbdeebdf005db23cd8727d5324c1t57639c4ab1fbf3539e12b5
9d263&

*  be759eb58413431dbed0d29eabe399b1ebbfe75847¢c19a5a8t2610dab9f78ca8b

* 87c1869871e9beBadaacb41a16c8f1f691186591416a592a77e308c4b7c041be

*  3a97361463a8ce9p56b42223e3d4375aec916¢7cb8701a97347390001405cedb

*  hxxps://darkslategray-baboon—-853641.hostingersite[.]Jcom/index.php

*  hxxps://darkslategray-baboon-853641.hostingersite[.Jcom/receive.php

(@ Hexalocker

* a873c2cbfff47ad54aebebea2ebdbidfa2b892cebb7405fdf202b14e83e68ae96 2.2 MITRE ATT&CK

*  ebb0a4c794ba8ca8c84a84490b30abcd9f9f764bcda2dd95dd0ccOf0b0267c8a )
() Defense Evasion

*  44b1dad14b8e5f6fe6df8af242526647332356304dad409ef3adaadf2f36b32ad « (T1497.001) Virtualization/Sandbox Evasion: System Checks
« (T1497.003) Virtualization/Sandbox Evasion: Time Based Evasion
« (T1622) Debugger Evasion

* aec96f89135307253¢c3cb143b38dfd5a0408d71a17c8796ab7ad317809e55aa0

*  9bee2494d408f463af2ad90edc87da86f3f9cb0f572222a486062e8c621b4437

@ Discovery

*  a9e420c77aa99aa719f6b173638f3cha9c06cc7dbdc7bc67ccfeb412890e2fch . (T1082) System Information Discovery

* hxxps://hexalockbeta.000webhostappl[.Jcom/index.php

® Collection
*  hxxps://hexalockbeta.000webhostappl.Jcom/get_password.php « (T1560.002) Archive Collected Data: Archive via Library

* hxxps://hexalockbeta.000webhostappl.Jcom/receive.php @ Exdiltrati
xfiltration

+  hxxps://discord[.Jcom/api/webhooks/1258768913898930306/ « (T1041) Exfiltration Over C2 Channel
retlsQgwuuUEsHdFMdgzuCDXzgtpFv_yKz1aGVa6xKXzqJpTLz5Gv8DxuaSOK_z_Z~Eb » (T1567.004) Exfiltration Over Web Service: Exfiltration Over Webhook

«  hxxps://discord[.Jcom/api/webhooks/1252660306195513378/

® Impact
HDINVESmM8KfLYH7zdmx_saV440y-iJgdJdTUzPL3i85xuSmKVJ-jh9UqfnrkHYeR6EYP P

« (T1485) Data Destruction
« (T1486) Data Encrypted for Impact
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202410 HexaLocker Ag)0] %1 SOMANSA
3. 2AM LAE FY2 F 7HKI=, othts FHUAS] o2 S 2| EX[E2(0A

QEAA OILAEY CStealers W2{Ri= {3,
3.1 Hexalocker CECHE GiLb= O|AQ] CIA T E MH{0| A Hexalocker ZHAIQI0IE Li2iEH= R3{0|C},

o

= B DM = S0 CHoHA{ZF CHEL

1. 0gec CryptoClipper 2#H RS2 %BTEMP% = St{0f| [a-zA-Z0-9]{8} A9 22| 0|52 717
E0E Mgst H, 1 0| AT E MHZEE Hexalocker HEY0IE Li2{&H0F AL
CryptoClipper Discord M @ m
2 Me Discar.d wL
(HOSTINGER)

hxxps://cdn.discordapp[.Jcom/attachments/1199413824718118963/1259124592308387880/

. o _ ransom.exe’ex=0668a8aa8&is=66893928&hm=194d873fdbdeebdf005db23cd8727d5324¢c115
ﬁ 2TGBrcqEBnds 27U RE PAS ;@ 7639c4ab1bf3539612b59d2638&

hxxps://cdn.discordapp[.Jcom/attachments/1199413824718118963/1259125927254954024/

Fortnite.exe?ex=668a8be6&is=66893a66&hm=c52b88059a5f229f6ab64bbdcalcbh38ccala?a8
4d1922323d9d2557d684c2bcd9&

HexaLocker oy Y=g

[H 1] Hexalocker 2HMQ0 CIRZ2E 23 52
[ 9] Hexalocker A&l SEL

OATE OhR2E 3= GET HIME 24 S is 442 SoliA
ol MR IU0| M| ME0| B2 EH=R] & 4= AL

db 'C: /Users/zzart /Desktop/MaluareDeveloppenent ryptoCTipper) Downloa* S AZHUTCHOZ 7202 (1 119 ransom exet= 202441 78 62 214] 318 362
: DATA XREF: .rdata:@B88080000076689Cto _ L L 79 el 1A o AR — '
- = o = =
db *dExec.go’,@ Fortnite.exe= 20243 7€ 62 21A| 362 54x0| Y2 ESACT

OATE UR2E 3 Y2 L AHZRH 24ANPIAE 2o |0f Sills = 22 25 2=,

[T~ 10] Mt LHofl st=2E = CryptoClipper AATE HZ

2 tel=0,
O|§_'$'_E1 Ok 15_5 7Huw A0 /X[t AATE Y H=2 HO|= ZAE &

T2MEY CryptoClippers Q4L

CryptoClippere F7t AT EES 220 A3
0| +224+ Living Off Trusted Sites(LOTS)
22| ArEE= EHRIC 2R H EIAEE L

= C

—
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%1 SOMANSA

db ‘C: fUSErgfzzarthESktnp!Hexa Locker Rangnmlcr‘ypter' go',0

.rdata:0000000000785D8410

ANSACTION_ID)

hxxps://hexalockbeta.000webhostapp[.Jcom/index.php?method=paid&hwid=(HWID)&tid=(TR

(a2 11]) Asnr Lol 3= AL E Hexalocker AATE 2

hxxps://hexalockbeta.000webhostappl.Jcom/index.php?method=new&hwid=(HWID)&comput
ername=(HOSTNAME)&ip=192.168.1.1&password=(RANDOM_PASSWORD)

I% A|AE‘IIO“ [HOH O:IE-I I-

[H 2] ZEPC A8 FE M& SHX| C2 URL (1)

Z4EPC AE HEe= F X0 2% C2 MHO| HTTP GET HIME 2l e = TS EICE
hwid 214~= wmic csproduct get UUID &2 2 & 3|5t SMBIOS UUID 440]11,
passworde [a—zA-Z0-9]{10} &AlQ| 2XtQ| 2XtHO|LCH,

ip= dBPCY HEHA QIHH|O|A IPFAZLOMH St=2F & GOt e 2
SAXOA w2l0/gt == OfLC.

k

hxxps://discord[.Jcom/api/webhooks/1252660306195513378/HDINVESmM8kfLYH7zdmx_

saV440y-idgdJdTUzPL3i85xuSmKVJ-jh9UgfnrkHYeRGEYP

[E 4] ot F& =XX] C2 URL

« %USERPROFILE%\Desktop

« %USERPROFILE%\Documents
» %USERPROFILE%\Downloads
» %USERPROFILE%\Pictures

» %USERPROFILE%\Music

* %USERPROFILE%\Videos

HexaLocker9| £3 & ollte It ek ofLet T 7& /Isk &M 7t U=

Y 2| 670 20 5tY0| =X{ot= OHUS ZIP A0 2 =51
%TEI\/IP%\Copy.2|p ZA20l| KRS,

% YL OATE YE APIS S3 S2AP} 22| 50 ATE MH2 |
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.pak, .ps1, .md, .ins, .txt, .jar, .dat, .bmp, .contact, .settings, .mui, .doc, .docx, .xls, .xIsx, .ppt,
.pptx, .odt, .jpg, .mka, .mhtml, .oqy, .png, .csv, .py, .sql, .md, .php, .asp, .aspx, .html, .htm,
xml, .psd, .pdf, xla, .cu, .dae, .indd, .cs, .mp3, .mp4, .dwg, .zip, .rar, .mov, .rtf, .bmp, .mky,
.avi, .apk, .Ink, .di, .dic, .dif, .divx, .iso, .7zip, .ace, .arj, .bz2, .ca, .gzip, .Izh, tar, .jpeg, .xz,
.mpeg, .torrent, .mpg, .core, .pd, .ico, .pas, .d, .wmv, .swf, .cer, .bak, .backup, .accd, .bay,
.p/c, .exif, .vss, .raw, .m4a, .wma, .flv, .sie, .sum, .ibank, .wallet, .css, s, .r, .crt, .xlsm, xls,
7z, .cpp, .java, .jpe, .ini, .blo, .wps, .docm, .wav, .3gp, .webm, .m4v, .amv, .m4p, .svg, .ods,
bk, vdi, vmdk, .onepkg, .accde, .jsp, .json, .gif, .log, .gz, .config, .v, .m1v, .sIn, .pst, .obj,
xlam, .djvu, .inc, .cvs, .dbf, .tbi, .wpd, .dot, .dotx, .xItx, .pptm, .potx, .potm, .pot, .xlw, .xps,
xsd, .xsf, .xsl, .kmz, .accdr, .stm, .accdt, .ppam, .pps, .ppsm, .1cd, .3ds, .3fr, .3g2, .accda,
.accdc, .accdw, .adp, .ai, .ai3, .ai4, .aib, .aib, .ai/, .ai8, .arw, .ascx, .asm, .asmx, .avs, .bin,
.cfm, .dbx, .dcm, .dcr, .pict, .rgbe, .dwt, .fdv, .exr, kwm, .max, .mda, .mde, .mdf, .mdw, .mht,
.mpv, .msg, .myi, .nef, .odc, .geo, .swift, .odm, .odp, .oft, .orf, .pfx, .p12, .pl, .pls, .safe, .ta,
vbs, xlk, xIm, xlt, xItm, .svgz, .slk, .tar.gz, .dmg, .ps, .ps, .tif, .rss, .key, .vo, .epsp, .dc3, .iff,
.onepkg, .onetoc?, .opt, .p7, .pam, .r3d, .exe, .bat, .cmd, .dll, .txt, .asm, .flp, .lua

[E 5] It &S5t e 2R S2(F 2437H)

>

o =]
0| mj, B AZ0|A appdata 2AES 71X A2 = H|Q=ICE

4

AS 3 LATN2E S AES-GCM-256S ARSI
7= 7| Il et PBKDF2E AtE5l [0-9a—f|{64} FAIQ| 2AI2| H|UHS 2F
16X+ Z0|9] 22| SEE Salf Mt SHA-256 SiAIE 7HX| 1L AFZ-EC
otS 5t = UL hexalock SRXIZF 201 F=7}H=ICH,

o

O
o, O oot 2y 42 HyAt= oy LEs E HI0|EZ FOE20,

202410 Hexalocker 2H419]0]

This is a message from the LAPSUSS$ Group | Hexal.ocker, more precisely from ZZART3XX. The
message states that your important files have been encrypted and the only way to recover them is to
purchase the decryption key.

The cost of the key is $500 in Monero, and you must pay it within 6 hours to receive the key. In the
event of non—payment, your files will be permanently destroyed.

To purchase the decryption key, please contact us at @ZZART3XX on Telegram. Do not try to contact
the police or other third parties, as they will not be able to help you. Compliance is mandatory.

If you have any questions or concerns, you can contact us through the email address provided. It is
essential to follow these instructions and purchase the decryption key to recover your encrypted files.
Failure to do so will result in irreversible damage to your data.

Coinmama - https://www.coinmama.com Bitpanda - https://www.bitpanda.com

Monero (XMR) address:
4A9Dsv/7c647Z8f2HYb1TDVR49uV1FePEeb4jF6KNSymawUG9JL4jJzxFTsVknWWLTAKWcCQs2mYrDV
BjSrXdc1J2XSuGZeFM

Please note that if the computer is turned off, restarted or put to sleep, there will be no way to
recover your files.

Make sure to turn off your computer’s sleep mode by following the following steps to avoid any
interruption to the encryption process.

[& 6] Hexalocker HHL-E 22
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3.2 Hexalocker RaaS

db 'E:sters!zzart!DesktopralwareDeveloppementéHexaLocker RaaSJcrypt’
; DATA XREF: .rdata:00@ To

db "er_files.go’,®

[23 12] A8 LHof| =2 S =l Hexalocker RaaS AATE A2

Hexal.ocker RaaSe 2HM Y0 ASHIIA LHO| EXHot= AATE
229 ME0N OH%*-E- E2 T=ME 0|ECZ AEot A

I 30ME LR HE 0I522 & HEE EXACE 2oLt O|F ot BAR0[ AH/0S T s ZU.

20N Z2HE 022 1} 2 %

| EI-OI_EHX|EI|-
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O

18

o2
In]

202410 Hexalocker 2i$][0f

%1 SOMANSA

1. 2EPC AEEE BE o =

o =

< 2. 3% U3 o wm

Hexalocker C2 MHj
Raas (HOSTINGER)
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main_main
main_generatePassword
main_generatelransaction|D
main_getHWID
main_generateRandomBytes
main_sendToServer
main_openFile
main_processDirectory
main_copyFile
main_copySymlink
main_zipDir
main_sendFileToWebhook
main_shouldEncrypt
main_generateAESKey
main_generateSalt
main_encryptFile
main_writeToFile
main_secureDelete
main_overwriteWithZeros
main_loadPasswordFromSecureSource
main_checkFileAccess

main_main

main_init
main_WindowsProtect
main_generateRandomPassword
main_encryptChunk
main_encryptFile
main_decryptFile
main_getMotherboardUUID
main_getIPAddress
main_getComputerName
main_encryptWithRSA
main_sendData
main_createReadMeFile
main_addFileToZip
main_compressFiles
main_sendFile
main_SetWallpaper

(B 7] & A8H40{2] &=
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Go Defender

JOIM MY TELEGRAM GROUP

GoDe

Anti Virtualization
Anti Hooking
Anti Debug

[22 14] GoDefender A7 ARl

Hexalocker RaaS2| &0 7|52 QEAA MEIE| 2t0|E2{2|2 L-4E L.

ot MZ0iA= chacal® S AtE0ot0] CiHZ WX F 7Hddst 2t BX| 7|52 oAt
TR 2|2 w7 MEEL2 D5 GoDefender® 1.1.1 HME AFRoISILE

GoDefender= &AM 2ot & 7|50 =0

Hot ME2 RNUE APl 2 WX| 7|50 FIHe @EAA 2t0|E2{2]0]C

02 https://github.com/p3trOv/chacal

03 ttps://github.com/EvilBytecode/GoDefender
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=M R CRESe %USERNAME%0]| Of2f S2 = sfLtet UK.
Ot} 22 5 SZUE APIZH S 71 014 XY, &4 TE2 79| 5 H0|E7} » Johnson
0x90(NOP) == OxE9Q(UMP)O|H ZZISHCH D 7k35t « Miller
+ malware
« kernel32!lsDebuggerPresent « maltest
« kernel32!CheckRemoteDebuggerPresent + CurrentUser
« kernel32!GetThreadContext 3 |oarst sz ax) | Slandbox
+ kernel32!CloseHandle « Virus
+ kernel32!0utputDebugStringA « John Doe
« kernel32!GetTickCount + test user
+ kernel32!SetHandleInformation + sand box
« ntdllINtQueryInformationProcess « WDAGUTHtilityAccount
« ntdllINtSetInformationThread « Bruno
« ntdllINtClose « george
« ntdllINtGetContextThread « Harry Johnson
« ntdll'NtQuerySystemInformation
« ntdllINtCreateFile PR PTr——" wmic path Win32_l/ideoControIIer get name Z1H0j|
« ntdll!NtCreateProcess ‘vmware' £XIS! maf
1 | APl &4 9X] « ntdllINtCreateSection
« ntdll'NtCreateThread wmic path win32_VideoController get name Z40]|

« ntdll!NtYieldExecution

« ntdll!NtCreateUserProcess
« user32!FindWindowW

« user32!/FindWindowA

« user32!FindWindowExW
« user32!FindWindowExA

‘virtualbox’ At Lk

%SystemRoot%\System32 EH0] Ot2ff 0|F0] Zeta Tt B 7 O EXH.

+ balloon.sys

- 6 |/tdstetE LAl | - netkvm.sys
« user32!GetForegroundWindow . vioinput
« user32!GetWindowTextLengthA .
. « viofs.sys
« user32!GetWindowTlextA .
. Vioser.sys

« user32!Blockinput

« user32!CreateWindowExW
« user32!CreateWindowExA wmic diskdrive get model Z12t0| ‘DADY HARDDISK' &=
« win32ulNtUserBlocklnput ‘OEMU HARDDISK® At ILst,

« win32u!NtUserFindWindowEx
+ win32ulNtUserQueryWindow 8 | 7tatst 34 HiX| | CIAEH|0] SHAEZF 800x600 HLt &2,
« win32ulNtUserGetForegroundWindow

Otz 24 8t 7 Ol =X

HKLM\SYSTEM\ControlSetO0T\Enum\USBSTOR S{0j|
S YIXKIAER| MEF|7} S IH O]AF =X « C:\Program Files\VMware
« C:\Program Files\oracle\virtualbox guest additions

T
e
=
o
%
@
=
=
0x
o
2

22 23



202410 Hexalocker 2i$][0f

%SystemRoot%\System32 {0 Of2f Lt &t 74 0] A

A

.

« VBoxMouse.sys
« VBoxGuest.sys
« VBoxSF.sys

« VBoxVideo.sys
« VMMOUSE.SysS
+ vboxogl.dll

10 | 7td=h 2t YA

202410 HexalLocker #]0f

%1 SOMANSA

tasklist & Z200A 01F0| sZet Z2AMA71 6070 =1}

11 | 715} 814 HER =
EEECES (svchost.exe H|2)

%SystemRoot%\System32 ZL{0| Otz 0|S0]| =&tz I St 7H O]

12 |7+t 2t &R |« prl_st
« prl_tg
« prl_eth

13 | OjHZ ekx| kernel32llsDebuggerPresent API B2t 20| &1 AL

14 | OHZE X

kernel32ICheckRemoteDebuggerPresent AP Bzt 40| 2ol AL

15 | O X google.com =19 80 LEQ} TCP S4 27+

16 | O|H4 &X] 20 T2 M|A Q| 0|0|X| It 0|50] explorer.exe = cmd.exe.

T2 MA = 742 5074 02t

17 = PAR=IN _
ol | (kernel32!IK32EnumProcesses APIZ 2191)

proxifier

graywolf
extremedumper
zed

exeinfope

dnspy

titanHide

ilspy

titanhide

x32dbg
codecracker
simpleassembly
process hacker 2
pc-ret

http debugger
Centos

process monitor
debug

ILSpy

reverse
simpleassemblyexplorer
process
deddotmodded
dojandgwkIndogwd-x86
sharpod
folderchangesview
fiddler

die

pizza

crack

strongod

ida -

brute

dump
StringDecryptor
wireshark
debugger
httpdebug
PhantOm

kgdb

james

x32_dbg

proxy

phantom

mdbg

WPE PRO
system explorer
deddot
X64NetDumper
protection_id
charles
systemexplorer

pepper

hxd

procmon64
MegaDumper
ghidra

xd

Oharmony
dojandgwkIndogwd
hacker

process hacker
SAE

mdb

checker

harmony
Protection_ID
PETools

scyllaHide

x96dbg
systemexplorerservice
folder

mitmproxy

dbx

sniffer

Process Hacker
Process Explorer
Sysinternals
www.sysinternals.com
binary ninja

A|AEDLA|XF D} A|IZF 202 0|9t

Ol A
18 |0 l (kernel32!GetTickCount APIZ Q1)
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014 EL!

————— BEGIN PUBLIC KEY-----

MIICITANBgkghkiGOWOBAQEFAAOCAg4AMIICCQKCAgBuUfAvdKFMBbHW TAFoPsp/r method SHA new'2 T = A AlEXE S22 ojnjste o2 =N}

baOlf/yukDONoMAUB0W37S+6/woWkxAe52NOOcCKIbdZGGuSfF5HIJA1800Zugiy _ _ —

IZ1XHROjyVXUGmWvwKcEwiWMJIWEVgBrrAtB0023BDZM9pNeCioi/2dI5l10ZGf6y hwid ZEPCS SMBIOS UUID. wmic csproduct get UUID BEQ 2 X 3|3t

3Dja58EJJESIFdJqg4a9AQVI8gCoVE6qung+TTngwwoysed8|53QA+0I\/IOWm5p o HGIPCO| [PREA SIUH AL HQIEIH

G+6bhIQHQDNVIMZJJCEVIBY VPI2mTvSA8BWUAB0sSLmi/yG2+P+GFEUzGkgnOh

ABWEMHjWnRvrWsvZCiomOfiUjtivSWE8PYuLOWQOxOj2ixMRBjwIZ9XpE4ftAtSp

computername | ZEGPC2| hostname.
t6129/rkzXk+0s3P5/Mt0AVY9KkUTVIEKRPASO2k XrhiidrKgRpb3cHgT9xQnjdV

WGMig+zDkHfvGMJigOiRyXgY XY HiTS5igjia04L9Y3b5edkAXK10bX9xaasobeR password | RSA @53} Y Base64 91T © AES-256 CHE7|.
LAFr2yiHZYFdgsdglOTI9aF1pGyTLVWGOBIcNU45KU2dN5ehqOsByD18fFUpDOF —
hOMLA5LtiobZJLeT21B0IgkcewRm/YyztaTFilXc2FLO5IFFd/409+mvAeHows2A sel RSA 2122t X Base64 2149 H AES-256 nonce.
+e30M5sDIGYFSuLbKe/Q46Ra/EkgVBFZoy/nYbLdPcCdd20uF fol zztaWOXFAJE/ 5 12] 29PC A5 5w 74

kAUEavhnbmDesl4xQz7t4wIDAQAB

————— END PUBLIC KEY-——-- C2 Muo| Z4&PC

| hd
AAE AE FEo T Yo o0 AISY &S 7| §2S HTTP GET =2 HE6i.

il
on
Ju
oh
N
40
ol

(£ 10] S0 LAMA| SIEZT & SAX RSA 3747

=

HexalLocker RaaSe= It 22210 AES-GCM-256 L112|E :
0[0il AtEE 32K+ ZO0|9| &7 = [a-zA-Z0-9{b0} HAQ| FAHL| HIHHS 2t

DX 16X} £E 242 JHX| 1 7| THA St Argon2E Salf MA=ICt

MUS A3 3loh= A7 |7 0f A0 HetX 22 g0z 0|F0| 012 C2 M= STt
0| m, CHE7|Z2 20| Ot [H 10]2 RSA 37712 At2al 2S5t L Base64 QITLSICL

—

o
>
00

ol
o

hxxps://darkslategray—-baboon-853641.hostingersite[.Jcom/index.
php?method=new&hwid=(SMBIOS_UUID)&ip=¢IP_ADDRESS)&computername=¢(HOSTNAME
Y&password=(ENCRYPTED-AES-256-KEY)&sel=(ENCRYPTED-AES-256-NONCE)

(B 11] Z4EPC Al FE ®ME ZXX| C2 URL
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28

2 HTTP transactions B Everything B HTML BiScript BAJAX BCSS B image
Method Resource Size Type
Protocol Path x-fer MIME Type
& GET [ Primary iequest [ROETeaE Do Document
H2 darkslategray-baboon-85364 Lhostingersite.com/
General whers | (@ Download. # Go to
FullURL  hitpsidarksiategray-baboon-85344
Lhostingersite.com/index.php
Protocol  H2
Security TLS 1.3, AES 128 GCM
Server = 2a02ATE032cT 4 bd 7 T 4ca 2545004 2e Meppel, Netherlands, ASN47583 [AS-HOSTINGER, CY),
Reverse DNS
Software hodn/PHP/E.1.28
ResourceHash &3bdcdd298fclcl 49afbfacBOOaTEY 2427 ped ]l a4 64000 34 895991 HTRS 2RSS
Security Headers MName Value
Content-Security-Policy upgrade-insecure-requests
[ 15] Bl 82 a2 Pretsh= C2 Al
HEPC AE ME NME 5 #HMY 0= C2 AHZRE HE A4S 7|t
HH2 S0t= HTTP SE 220 L&l It US55t BH ‘encret
oY 555t HH ‘decr'2 2K +3E MES2 MY 55351 7|50 OrA 012421 Ao = 2QIsHD
SE w0 & 2F cigHX| S 4% ¢ 0= &d d]E Aot E1 S=EO
A A0 C2 Mtz 22401 HEX|TH 0ot HHE M| L ULCH

202410 HexalLocker 3412)0f %1 SOMANSA

xt, Jjar, .dat, .contact, .settings, .doc, .docx, .xlIs, .xlsx, .ppt, .pptx, .odt, .jpg, .mka, .mhtml,
.0qy, .png, .csv, .py, .sql, .mdb, .php, .asp, .aspx, .html, .htm, .xml, .psd, .pdf, .xla, .cub, .dae,
indd, .cs, .mp3, .mp4, .dwg, .zip, .rar, .mov, .rtf, .omp, .mky, .avi, .apk, .Ink, .dib, .dic, .dif,
divx, .iso, .7zip, .ace, .arj, .bz2, .cab, .gzip, .Izh, .tar, .jpeg, .xz, .mpeg, .torrent, .mpg, .core,
.pdb, .ico, .pas, .db, wmv, .swf, .cer, .bak, .backup, .accdb, .bay, .p7c, .exif, .vss, .raw, .m4a,
wma, flv, sie, .sum, .ibank, .wallet, .css, .js, .rb, .crt, .xlsm, xIsb, .7z, .cpp, .java, .jpe, .ini,
blob, .wps, .docm, .wav, .3gp, .webm, .m4v, .amv, .m4p, .svg, .ods, .bk, .vdi, vmdk, .onepkg,
.accde, .jsp, .json, .gif, .log, .gz, .config, .vb, .m1v, .sIn, .pst, .obj, .xlam, .djvu, .inc, .cvs, .dbf,
tbi, .wpd, .dot, .dotx, .xltx, .pptm, .potx, .potm, .pot, .xlw, .xps, .xsd, .xsf, .xsl, .kmz, .accdr,
.stm, .accdt, .ppam, .pps, .ppsm, .1cd, .3ds, .3fr, .392, .accda, .accdc, .accdw, .adp, .ai, .ai3,
.ai4, .aib, .aib, .ai/, .ai8, .arw, .ascx, .asm, .asmx, .avs, .bin, .cfm, .dbx, .dcm, .dcr, .pict, .rgbe,
dwt, fdv, exr, kwm, .max, .mda, .mde, .mdf, .mdw, .mht, .mpv, .msg, .myi, .nef, .odc, .geo,
.swift, .odm, .odp, .oft, .orf, .pfx, .p12, .pl, .pls, .safe, .tab, wvbs, xlk, .xIm, xlt, .xltm, .svgz,
slk, .tar.gz, .dmg, .ps, .psb, .tif, .rss, .key, vob, .epsp, .dc3, .iff, .onepkg, .onetoc2, .opt, .p7b,
pam, .r3d, .exe, .bat, .cmd, .dll, .txt, .asm, flp, .msi, EET, EEST, +00, +01, SAST, SAST, CAT,
CAT, CAT, CAT, WAT, WAT, EAT, EAT, GMT, GMT, EET, EET, CAT, CAT, HST, HDT, AKST, AKDT,
-03, -03, -04, -03, -03, -03, -05, -05, -03, -03, EST, EST, -04, -04, -03, -03, CST, CDT,
-04, -04, MST, MDT, -03, =02, EST, EDT, CST, CST, AST, ADT, CST, CDT, EST, EDT, -04,
-04, PST, PDT, MST, MST, CST, CST, -03, -02, -03, -03, EST, EDT, MST, MST, EST, EDT,
-03, -03, CST, CST, -04, -03, -03, -03, NST, NDT, PST, PDT, MST, MST, +06, +06, +03,
+03, +03, +03, +04, +04, +07, +07, +07, +07, EET, EEST, IST, IST, +09, +09, +0530, +0530,
+03, +03, +06, +06, +04, +04, EET, EEST, +07, +07, +08, +08, IST, IDT, +0430, +0430, +12,
+12, PKT, PKT, +0545, +0545, +07, +07, +11, +11, +07, +07, +06, +06, KST, KST, +05, +05,
+0630, +0630, +03, +03, +11, +11, KST, KST, CST, CST, +08, +08, +11, +11, CST, CST, +05,
+05, +04, +04, +0330, +0330, JST, JST, +07, +07, +08, +08, +10, +10, +09, +09, +05, +05,
+04, +04, -01, +00, -01, =01, GMT, GMT, ACST, ACDT, AEST, AEST, ACST, ACST, +0845,
+0845, AEST, AEDT, +1030, +11, AWST, AWST, AEST, AEDT, -11, -11, =12, =12, -02, -02,
-08, -08, -09, -09, +12, +12, +13, +13, UTC, UTC, +04, +04, CET, CEST, EET, EEST, CET,
CEST, EET, EEST, +03, +03, EET, EET, EET, EEST, GMT, BST, +03
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202410 HexalLocker #]of

Hexalocker | Lock. Demand. Dominate. | Since 2024

- Your data has been stolen and encrypted
= Your data will be published online if you do not pay the ransom.

What guarantees that we will not scam you?

We are not driven by political motives: we only want your money.

If you pay, we will give you the decryption tools and erase your data.

Life is too short to worry. Don\xe2\x80\x99t stress, money is just paper.

If we don't provide you with the decryption tools or fail to delete your data after payment, no
one will pay us in the future.

Our reputation is crucial to us. We attack companies worldwide and no one has been
dissatisfied after paying.

You need to contact us and decrypt one file for free using your personal HWID

Write to us in the chat and wait for a response. We will always reply.
Sometimes, there might be a delay because we attack many companies.

Tox ID HexalockerSupp: 498F8B96D058FEB29A315C4572117E753F471847AFDF37E0A989
6F6FFA5530547680628F8134
Telegram ID : @ZZART3XX

Tuto Hwid : Open CMD and type “wmic csproduct get uuid”
W»HHow to Pay Us?
To pay us in Monero (XMR), follow these steps:

- Obtain Monero: You must acquire Monero. You can buy Monero on an exchange like
Binance, Kraken, or other services specializing in Monero.

Create an account, verify your identity and follow the instructions to buy Monero.

- Install a Monero Wallet: If you don't already have a Monero wallet, you need to install one.
Popular options include the official Monero GUI wallet or MyMonero. Follow the instructions
to set up your wallet.

- Send Monero: Once you have Monero in your wallet, you need to send the required amount
to our Monero address.

Open your wallet, select “Send” and enter our Monero address, which you will receive via our
TOR chat or secure communication channels. Be sure to verify the address before sending.

- Confirm Payment: After sending the Monero, notify us via TOR chat with the transaction
ID.

We will verify the payment and provide you with decryption tools while confirming the
deletion of your data.

Remember, time is of the essence. Delays in payment could result in permanent data loss or
additional attacks.

»»Warning! Do not DELETE or MODIFY any files, it could cause recovery issues!

»»Warning! If you do not pay the ransom, we will repeatedly attack your company!

[E 14] Hexalocker RaaS #HMLE 22

HE L E= %USERPROFILE%\Desktop\ReadMe.txt Z20H| 44 =0
M2 A2 2tHO| HAIEM 22 HE2 [H 14]2 ZC

~HE SoAM= T et 080 Y ES Ydots HEX EMEIA.

.txt.hexalocker, .doc.hexalocker, .docx.hexalocker, .odt.hexalocker, .sqgl.hexalocker, .mdb.
hexalocker, .txt.hexalocker, .doc.hexalocker, .docx.hexalocker, .odt.hexalocker, .sgl.nexalocker,
.mdb.hexalocker, .accdb.hexalocker, .sglite.hexalocker, .xls.hexalocker, .xIsx.hexalocker, .ods.
hexalocker, .ppt.hexalocker, .pptx.hexalocker, .odp.hexalocker, .py.hexalocker, .java.hexalocker,
.c.hexalocker, .cpp.hexalocker, .js.hexalocker, .html.hexalocker, .css.hexalocker, .zip.
hexalocker, .rar.hexalocker, .tar.nexalocker, .gz.hexalocker, .7z.hexalocker, .md.hexalocker, .tex.
hexalocker, .wps.hexalocker, .db.hexalocker, .dbf.hexalocker, .json.hexalocker, .csv.hexalocker,
.numbers.hexalocker, .dif.hexalocker, .key.hexalocker, .ruby.hexalocker, .php.hexalocker, .xml.
hexalocker, .yaml.hexalocker, .yml.hexalocker, .bz2.hexalocker, .Iz.hexalocker, .xz.hexalocker,
Jpg.hexalocker, .jpeg.hexalocker, .png.hexalocker, .gif.hexalocker, .mp3.hexalocker, .wav.
hexalocker, .mp4.hexalocker, .mov.hexalocker
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hxxps://darkslategray-baboon-853641.hostingersite[.Jcom/receive.php

[H 16] I M& SXX| C2 URL

O Zez Z4EPC W IES ZIP gAC =2 /=010 C2 M0 HTTP POST HMEZ

«  %USERPROFILE%\Desktop

«  %USERPROFILE%\Documents
«  %USERPROFILE%\Favorites

«  %USERPROFILE%\Pictures

«  %USERPROFILE%\Videos

£ 571 E0 otelo EXot= Y & [E 15]0] LSE 2HAE 71 T 0| K= O
2= A2 %BTEMP%\KHWID).zip Z20] X &HEIC

SYAE HH BE IA0| Ofd AS 3t & MHA0| L0l As & %= U=,

Ol= A ZFPCO| AE YHE MHZ TE I AES-256 HHE7[2F nonce #(0]
YSHL 2 UEO0| H00F SAXLO0|E =528t &+ USS ot

H

—

ES
S

—

Bict

202410 HexaLocker #X%)0f %1 SOMANSA
4. Privacy-i EDR EIX| M&
< 58 Ransomware
BE B4 Ux Fe
53 24 ©X 0lF: Ransomware fYs: 2 HER:
22: gyne OIWE W41 YAl: 2024-09-2T 13:49:37 Bz ol

o2+ 0|8 HexalockerBetaVa.exe m2MA H2: ClUsers\USER DesktopiHexaLockerBe
oD2Mqs 4F T MAl: B57111be8T275147a118544b10396co32did Te244ci0TA26d 2707561 cBe0f25e50
o 2o} -

IUE:

> MITRE ATTACK M

7E A R W

> m impact.encrypt.many-files
> [  2brormaldecoy-fileo

[12 16] Hexalocker AA|Zt 31Q| EfX| HE
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202410 HexaLocker 2141g]lof %1 SOMANSA

5. S

: Prlvacy | EDR1} £2 EDR ME3S Sofl 7|2 2AlS A%l 7|Ho = X
Q H0lH= 71521 Hgs Sofl AL T A0 S17t 7hsote=S Uil
o

- =
: EEIE. %*—‘EEIE X0t ANYTE PC RYUS X A
#

0 N OO o AW N -
)
(@)
ki
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o
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N
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0
Hu
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oY

(23 17] 2AZH oY 57 2tE L HAK]

Privacy—i EDRQ| ai¢| 7|8t EF X[ QX
AJAE LHOA %”éﬁﬁff HIF&&Q! /O EX[5H0
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